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UNIX History 
 

· First version created in Bell Labs in the year 1969. 
· AT & T  license source code for low cost 
· Many UNIX “flavours” emerged 

 
 
 
 
Unix 
 
Unix was originally developed for internal use at AT & T  by researchers Ken 
Thompson and Dennis Ritchie. AT & T license the source code widely allowing many 
companies to modify and produce UNIX like operating system. As AT & T held the 
UNIX name, other companies had to create their own names to brand the modifications 
and additions they had made. AIX from IBM, HP/UX from Hewlett-Packard, SunOS 
from Sun and IRIX from Silicon Graphics. 
 
Unix Flavours 
 
These many flavours of UNIX operates in a similar manner. At the shell prompt most 
offer the same standard utilities and commands. Only the parameters of the commands 
vary from system to system. 
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UNIX Principles 
 

· Everything is a file including hardware 
· Configured data stored in text 
· Single purpose small programs 
· Avoid captive user interfaces 
· Ability to chain programs together to perform complex tasks 

 

 
Unix system have many powerful utilities designed to create and manipulate files. The 
UNIX security model is based around the security of files. One can secure access to 
hardware as well as a document in the same way. 
 
Text is a universal interface, many UNIX utilities exist to manipulate text. Storing 
configuration in text allows an administrator to move a configuration from one machine 
to another easily. There are several revision control applications that enable an 
administrator to track which changes was made on a particular day and provide the 
ability to roll back a system configuration to a particular date and time. 
 
Unix provides many small utilities that performs one task very well. The general 
philosophy is to create a new program when new functionality is required. 
 
Interactive commands are rare in UNIX. Most commands expect their options and 
arguments to be typed on the command line when the command is launched. The 
command completes giving output or error messages and quits. 
 
A core design features of UNIX is that the output of one program can be the input for 
another. Hence gives the user flexibility to combine many small programs together to 
perform a large complex task. 
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GNU Project / FSF 
 

· GNU Project started in the year 1984 
· GNU Project goal – to create “free” UNIX clone 
· Free Software Foundation 
· Non-profit organization that manages the GNU project 

 
 
The term “free software” does not refer to the cost of the software but the end user has 
freedom to modify and change the program. 
 
 
 
 
 

GPL – GNU General  Public  License 
 

· Primary license for Open source software 
· Encourages free software 
· All enhancement and changes to GPL software must also be GPL 
· Often called “copyleft” 

 
 
Most of the utilities and applications included with         Linux are also covered by GPL 
except the X Window System which has its own Terms and Condition. 
 
A few applications have their own licensing agreement, which must be agreed to before 
they can be used 
 
All of the software contained in         Linux is free for end users. However, if one is 
going to develop commercial applications or redistribute some of the software in the 
distribution, read the appropriate licenses and agreement.  
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LINUX Origins 
 

· Linus Torvalds – college student in the year 1991 

· Created Linux kernel 
· When Linux kernel combined with GNU applications, 

complete free UNIX-like OS possible 
 
 
 
 
 

Why LINUX 
 

· Fresh implementation of UNIX APIs 
· Open source development model 
· Supports wide variety of Hardware 

· Supports many networking protocols and configurations 
· Fully supported 

 
Linux is similar to UNIX as various UNIX versions are to each other. Conceptually, 
anything that can be done with another version of UNIX can be done with Linux 
operating system, although the means may vary slightly. 
 
Linux is a multi-user and multi-tasking operating system. One person can logged on to 
the same system. A user can execute more than one program at the same time. 
 
        linux supports most pieces of modern x86-compatible PC hardware. 
 
        linux is a fully supported distribution,         Inc. provides many support programs 
for smallest to the largest companies. 
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Red  Hat Enterprise Linux 
 

· A distribution of Linux 
· Custom version of recent Linux kernel 
· Utilities and applications 
· Installation and configuration software 
· Support available 

 
 
 
 

Recommended Hardware Specifications 
 

· Pentium Pro or Better with 256 MB RAM or 64 – bit intel / AMD  
           with 512 MB RAM 

· 2-6 GB disk space 
· Bootable CD 
· Other processor architecture supported like itanium 2, IBM Power 

IBM mainframe 
 
 
Linux can run on very modest hardware such as 386 processors with only few MB of 
RAM.         Enterprise Linux, however, is optimized for more powerful hardware. The 
code shipped on LINUX is compiled for Pentium Pro or better processors andwill not 
run on older CPUs.  
 
In some cases, warning or error messages may appear during the installation process 
telling the user that the hardware setup is either unsupported or just not compatible. 
 
For systems incorporating the X Windows system GUI, a mouse is also required and 
system that are part of network will need a network card and / or modem. 
 
The recommended hardware required by LINUX is relatively minimal, but it is 
important to consider the task in hand.  
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Local  Logins 
 

· Text mode login at virtual console 
· Graphical login 

 
 
Access to a system requires authentication. The most common method used to 
authenticate a user is a “login” process, by entering a valid user name and password. 
When logging in at the system console, you are presented either a text-based or 
graphical login. If either is entered incorrectly, your login will be rejected. If both are 
entered correctly, you will be logged in. 
 
 

Virtual Console 
 

· Multiple non-GUI logins are possible through the use of virtual 
consoles 

 
· There are by default 6 available virtual console 

 
· Available through CTRL-ALT-F[1-6] 

 
· If X is running, it is available as CTRL-ALT-F7 

 
 
The virtual consoles enable a user to have multiple logins even when not using a X 
window system. They provide full screen, non-GUI access to the system. The virtual 
console available through CTRL-ALT-F7 runs the X window system when X is 
running. 
 
One can scroll at the virtual consoles by using SHIFT-PAGEUP and SHIFT-
PAGEDOWN. The scroll buffer is stored in video memory, so if you run a graphical 
program such as X, the scroll buffer is lost. 
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Changing  Password 

 
 

· Passwords should be changed after first login 
 

· From Gnome’s application menu, choose Preferences / Password 
 

· From a terminal, use passwd 
 
   
 
 
Valid password should adhere to the following rules 
 

· At least 6 but no more than 255 characters 
· Contain at least one non-alphanumeric character 
· Not be based on a dictionary word 
· Not be similar to the current password 
· Not be similar to the login id 
· Passwords are case sensitive 
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Running Commands 
 

· Commands have the following syntax: command [options] 
[arguments] 

 
· Each item is separated by a space 

 
· Options modify the command’s behaviour 

 
· Arguments are filenames or other data needed by the command 

 
 
 
 

Some Simple Commands 
 

· date – display date and time 
 

· cal – display calendar 
 
 
date prints the system time and date. The format is configurable via an optional 
formatting string 
 
cal  prints an ASCII  calendar of the current month. When given a single numeric 
argument, cal will give a calendar for the given year. We have to use four digit year in 
calendar command. 
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Getting Help 
 

Many levels of help 
· whatis 
· <command> --help 
· man and info 
·         documentation 
 

 
 

The  whatis  Command 
 

· Displays short descriptions of commands 
· Uses a database that is updated nightly 
· Often not available immediately after installation 

 
 
 
The whatis tool provides an easier way of getting a quick explanation of what another 
command does. 
 
Whatis accepts the name of another command as its only argument. It then searches for 
the given command name in the database of short description. If it finds a match, the 
description is printed to your screen. Along with the description, whatis prints the 
command’s name and a number in parenthesis. This number represents the “chapter” of 
the Linux manual where more through documentation can be found. 
 
The database that whatis uses is regenerated automatically every night. This means that 
on newly installed system whatis will not work at first because the database does not 
exist. One can generate a database without waiting for the automatic update by asking 
an administrator to log in and run makewhatis as root. 
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The  --help Option 
 

· Displays usage summary and argument list 
· Used by most, but not all, commands 

 
 
Just knowing what a command does isn’t always enough. In order to use a command 
effectively you need to know what options and arguments it accepts and what order it 
expects them ( the “syntax” of the command ). Most command have a –help option. 
This causes the command to print a description of what it does, a “usage statement” that 
describes the command’s syntax and a list of the options it accepts and what they do. 
 
 
 

Reading  Usage Summaries 
 
Usage statements has some basic conventions like – 
 

1. Anything in straight braces ([]) is optional 
2. Anything followed by “…” represents an arbitrary-length list 
     of that thing 
3. If you see multiple options separated by pipes (|) it means 
     you can use one of them 
4. Text in straight brackets (<>) represents variable  
     data. So <filename> means “insert the filename you wish  
     to use here”. 
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The man Command 
 

· Provides documentation for commands 
· Almost every command has a man “page” 
· Pages are grouped into “chapters” 
· Collectively referred to as the Linux Manual 

 
 
Almost every command ( as well as most configuration files and several developer’s 
libraries) on a         Enterprise Linux system has an associated man page, which 
provides through documentation that the –help option. Man pages normally contains 
sections discussing the following aspects of a command’s usage: 
 
Its NAME and a short description of what it does 
A SYNOPSIS of its usage, including available switches 
A longer DESCRIPTION of the command’s functionality 
A switch-by-switch listing of its OPTIONS 
Any FILES associated with this command 
Any known BUGS in the command 
EXAMPLES, showing how to use the command 
A SEE ALSO section for further reference 
 
The collection of all man pages on a system is called the Linux Manual. The Linux 
Manual is divided into sections, each of which covers a particular topics, and every 
man page isassociated with exactly one of these section,. The sections are – 
 

1 User command 
2 System calls 
3 Library calls 
4 Special files 
5 File format 
6 Game 
7 Miscellaneous 
8 Administrative commands 
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Navigating man  Pages 
 

While viewing a man page - 
· Navigate with arrows, pgUp, pgDown 
· /<text>    search for text 
· n/N          Next/Previous match 
· q              Quit viewing page 

Searching the Manual - 
· man –k <keywords>  List all matching pages 
· Uses whatis database 
 

 
 

The info Command 
 

· Similar to man, but often more in-depth 
· Run info without args to list all pages 
· Info pages are structured like web site 
· Each page is divided into “nodes” 
· Links to nodes are preceded by “*” 
 
info  [<command>] 
 

 
Many commands, notably the GNU utilities, include an info page to supplement, and in 
some cases replace their man pages. While man pages are of quick references, info 
pages are often much more verbose and go into more details.  
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Navigating  info Pages 
 
While viewing an info page 

· Navigate with arrows, pgUp, pgDown 
· Tab               Move to next link 
· Enter             Follow link the cursor is on 
· n/p/u             View next / previous / up-one node 
· s[<text>]       Search for text ( default: last search ) 
· q                   Quit viewing page 

 
 
To follow a link within an info page, simply position your cursor over the link and 
press Enter. You can navigate using the arrow keys or jump from link to link with the 
Tab key. At the top of your screen you will see text indication the name of your current 
node, the next and previous nodes in the tree and the node directly “above” the current 
one, usually the node you linked from. You can reach these by pressing the n, p or u 
keys respectively. 
 
To search the text of the current node, press the “s” key, type the term you are looking 
for and press Enter. 
 
 
 

Extended  Documentation 
 

· The  / usr / share / doc directory 

· Subdirectories for most installed packages 

· Location of docs that don’t fit elsewhere 
 

                         Example configuration files 
                     Html/pdf/ps documentation 
                     License details 
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Red  Hat Documentation 
 

Available on docs CD or         website 
· Installation guide 
· Introduction to System Administration 
· System administration guide 
· Reference Guide 
· Security Guide 
· Step-by-Step Guide 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Chapter 2 – Hands on Lab 
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CHAPTER 3 

 Browsing the Filesystem 
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Linux File  Hierarchy Concept 
 

· Files and directories are organized into a single-rooted inverted tree 
structure, including distinct physical volumes such as floppy disks, 
CD-ROMS and multiple hard drives 

 
· The base of the inverted-tree hierarchy is known as root or /  - the 

top of the file structure. 
 
· Filesystem begins at the “root” directory, represented by a lone “/” 

          ( forward slash) character 
 

· Names are case-sensitive 
 

· Paths are delimited by “/” 
 

· .. refers to the parent directory of any particular directory – one level 
up in the file hierarchy. 

 
· . refers to the current directory 

 
· Files and directories whose names begin with a .  are hidden –  

          that is , they are not displayed by default in the filename listings. 
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Some Important Directories 

 
 

· The home directories 
            /root, /home/<username> 
 
· The bin directories 
              /bin, /usr/bin, / usr/local/sbin 
              /sbin, /usr/sbin, /usr/local/sbin 
 
· Foreign filesystem mountpoints 

                    /media and /mnt 
 
 
 
 
Every user on a         Enterprise Linux system has a home directory. This is a directory 
owned bty the user, over which he has complete control. All of the user’s personal files 
go here, as well as any user-specific configuration files. In some cases, entire 
applications can be installed here if they are only for use by that user. When a user logs 
in, he begins in his home directory. Root’s home directory is /root. Most non-root home 
directories are in the /home tree, usually named after the user. So the home directory for 
user public would be /home/public/ 
 
Programs are often referred to as “executables” or “binaries”. Some binaries are meant 
for day-to-day use by all users while others, called “system binaries”, are used for 
system administration and are often restricted to use by the root user. The essential 
binaries necessary to boot and maintain the system reside in / bin for regular binaries 
and / sbin for system binaries. Non-essential binaries, such as graphical environment, 
web browser, office tolls and so forth, are installed in /usr/bin and /usr/sbin. The reason 
for this split is to minimize the size of the root partition. On a newly installed system 
there will also be /usr/local/bin and /usr/local/sbin directories, but they will be empty. 
Third party software installed by the administrator, such as software compiled from 
source code, will usually go in these directories. This makes it easier to back up 
software that is not of part of LINUX when wiping and re- installing a system. 
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When removal media, such as a cdrom or floppy disk, is loaded the filesystem on the 
media is “mounted” into subdirectory of /media. For example, a cdrom would usually 
be mounted under /media/cdrom and you would access that directory whenever you 
wanted to read a file from the cdrom. Before ejecting the cd, / media/cdrom would have 
to unmounted.  Filesystems that are on non-removal media but are not part of the 
LINUX hierarchy are usually mounted under /mnt. For example, if your system dual 
booted with another OS like Fedora Core, then the other OS’s partition could be 
mounted under /mnt/fedora/ 
 

 
 

Other Important Directories 
 

· /etc                        - System configuration files 

· /tmp                      - Temporary files 

· /boot                     - Kernel and bootloader 

· /var and /srv         - Server data 

· /proc and /sys       - System Information 

· the library directories 

           /lib, /usr/lib, /usr/local/lib 
 
 
It is important to remember that on LINUX system almost everything is configured 
by variables set within plain-text configuration files. Most of these files are stored 
in the /etc directory and its subdirectories. In general only root may modify these 
files. Users can override system defaults with configuration files stored in their 
home directories. 
 
The /tmp directory is world-writable. In other words, any user can add files to this 
directory. It is usually used by applications for storing temporary data. Once a day 
the system automatically deleted any files over seven days old in /tmp and its 
subdirectories. 
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The first component of LINUX to be loaded at boot time is a special program called 
a “boot loader”. The boot loader is in charge of loading the core of LINUX, called 
the kernel, into memory. The boot loader, kernel and supporting files such as the 
boot loader’s configuration files, are stored in / boot. 
 
The /var directory contains regular-changing system files such as logs, print spools 
and email spools. It is also used for files being made available by services. For 
example, if you run a web server the html files being made available will usually 
resides in a sub directory of /var/www. In the future, server data such as this may be 
moved to the /srv directory so that /var only contains logs, spools and so forth. 
 
One very valuable resource for learning more about a LINUX system is /proc 
directory. The files in this directory do not take up space on any disk. Instead they 
are generated in the RAM and updated in real-time to represent information about 
processes, hardware properties and kernel settings. The /sys directory contains 
similar information.  
 
The lib directory contains libraries that provide shared code used by many Linux 
applications. These libraries make developing and updating software easier. 
 
 

 

Current Working Directory  
 

· Each shell and system process has a current working directory ( 
cwd) 

· pwd – displayes the absolute path to the current directory ( the 
shell’s cwd) 
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File  and  Directory  Names 

 

· Names may be up to 255 characters 
· All characters are valid, except the “/” 
· It may be unwise to use certain special characters in 
     file or directory name 
· Names are case sensitive 
· Some characters should be protected with quotes when  
     referencing them 
 

 

 
 
 

Absolute  Pathnames  
 

· Absolute pathnames begin with a slash (/) 
· Complete “road map” to file locations 
· Can be used anytime you wish to specify a file name 
 
 
 
The location of a directory or file can be specified by either of two methods : by its 
absolute pathname  or its relative pathname. 
 
An absolute pathname begins with a slash (/). It contains the name of each directory 
that must be traversed from the root file system, in order, to reach the object being 
named, for example 
 
/usr/share/doc/HTML/index.html 
 
The absolute pathname specifies a “road map” from the root of the file tree to its 
location in the file system.  
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Relative Pathnames  
 

· Relative pathnames do not begin with (/) 
· Specifies location relative to your current working directory 

· Can be used as a shorter way to specify a file name 

 
 
A relative pathname does not begin with a slash. It contains the name of each 
directory that must be traversed from the current directory to reach the object 
being named. 
 

 

Changing  Directories  
 

· cd changes directories 
· To an absolute or relative path: 

$ cd  /home/public/work 
$ cd  project/docs 

· To a directory one level up: 
$ cd .. 

· To home directory 
$ cd 

· To your previous working directory: 
$ cd - 

 

 
 

Listing  Directory  Contents 
 

· Lists the contents of the current directory or a special directory 
· Usage :  

ls  [options] [files_or_directories] 
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Copying  Files and  Directories 
 

· cp – copy files and directories 
· Usage  

cp  [options] file destination 
            More than one file may be copied at a time if the destination is a      
          directory 
          cp [options] file1 file2 destination 
 
 
 
 

                 Copying Files and  Directories : Destination 
 

· If the destination exists and is a directory, the copy is placed there 
with the same name 

· If the destination exists and is file, the copy overwrites the 
destination file 

· If the destination does not exist, the copy is created with that name 
 
 

 
Moving and  Renaming  Files and  Directories 

 

·  mv  - move and /or rename files and directories 
· Usage  

mv  [options] file destination 
· More than one file may be moved at a time if the destination is a 

directory 
mv [options] file1 file2 destination 
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Moving and  Renaming  Files  
and  Directories  : Destination 

  
· If the destination exists and is a directory, the source file or 
     directory is moved there with the same name 
· If the destination exists and is a file, the source file is moved to 
     that filename, overwriting the file 
· If the destination does not exists, the source file or directory is 

renamed with that name 
 
 
 

 
 

Creating  and Removing  Files 
 

· rm  - remove files 

· Usage : 
rm  [options] filenames …. 
- i   interactive 
- r   recursive 
-f    force 

· touch – create empty files or update file timestamps 

 
  

 

Creating and Removing Directories 
 

· mkdir   - make a directory 

· rmdir    - remove an empty directory 

· rm  -r    - recursively remove a directory and all of its contents 
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Using Nautilus 
· Gnome graphical filesystem browser 
· Can run in “Spatial” or “ Browser” mode 
· Accessed via… 

Desktop icons 
· Home:   Your home directory 
· Computer : Root filesystem, network resources and removal 

media 
 

Nautilus is graphical filesystem browser provided as part of the Gnome graphical 
environment. While managing files from the command line can be more versatile and 
powerful, many people consider a graphical interface more intuitive. Nautilus can run 
in two modes. 
 
“Spatial” mode is designed to be the most intuitive for new users and the simplest in 
terms of user interface clutter.  Windows have a very basic layout with no toolbar and 
when a directory is double clicked it opens in its own window. A menu in the lower-left 
of each window allows the user to list and select parent directories of the one being 
currently displayed. Typing ctrl-shift-w closes all parent windows. 
 
“browser” mode is a more tradition file manager interface with a side pane on the left 
that can display file details, a filesystem tree, or even notes the user has taken about the 
contents of  a directory.  
 
Nautilus can be started in browser mode by selecting “ File Browser” from the 
“Applications” menu in the upper-right corner of your Gnome desktop. 
 

Moving and Copying In Nautilus 
 

Determining File Content 
 

Viewing an Entire Test File 
 

Viewing Text Page by Page 
 
Chapter 3 – Hands on Lab 
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CHAPTER 4 - The bash Shell 
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bash Introduction 
 

· “Bourne again shell” 
 

· Successor to sh, the original Unix shell 
 

· Developed for the GNU project 
 

· The de facto standard Linux shell 
 

· Backward-compatible with Bourne shell (sh) – the original ( 
standard) UNIX shell 

 

 
 

bash Heritage and Features 
 

· Bourne Again Shell ( bash ) 
· Implements many of the best features from earlier shells :  
     sh, csh, ksh  tcsh 
· Command line completion 
· Command line editing 
· Command line history 
· Sophisticated prompt control 
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Command Line Shortcuts : File Globbing 
 

· Globbing is wildcard expansion 
· * - matches zero or more character 
· ? – matches any single character 
· [a-z]  - matches a range of character 
· [^a-z]  - matches all except the range 
 
 

 

 
 

Command Line Shortcuts: The Tab Key 
 

· Type <TAB> to complete command lines: 
For the command name, it will complete a command name 
For an argument, it will complete a file name 

· Examples: 
$ xte <TAB> 
$ xterm 
$ ls  myf<TAB> 
$ ls  myfile.txt 
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Command Line Shortcuts: History 
 

· bash stores a history of commands you have entered, which 

     can be used to repeat commands 
 

· Use history command to see list of “remembered” commands 
 

$ history 
 
 
 

                                  Command Line Expansion: Tilde 
· Tilde (~)  
· May refer to your home directory 

cat  ~/.bash_profile 
· May refer to another user’s home directory 

$ ls ~public/public_html 
 

 
 

Command Line Expansion: Variable And String 
 

· Parameter / Variable: ( $ ) 
· Substitute the value of a variable in a command line 

$ cd $HOME/public_html 
· Curly braces: { } 

A string is created for every pattern inside the braces regardless 
 if any file exists 
$ rm hello.{c,o} 
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Command Line Expansion : Command and Math 

 

· Command output – ‘ ‘ or $() 
· Substitute output from a command in a command line 

$ echo “Hostname: ‘hostname’” 
· Arithmetic -$[ ] 

Substitute result of arithmetic expression in a command line 
            $ echo Area: $[ $X*$Y] 
 
 

 
Protecting From Expansion : Backslash 

 

· Backslash ( \ ) is the escape character and makes the next  
     character literal 
· Used as last character on line to “continue command on next line” 

$ echo “This long sample string will be echoed \ 
           > back as one line” 
          This very long sample string will be echoed back as one line. 
 
 
 

 
Protecting From Expansion : Quotes 

 

· Quoting prevents expansion 
· Single quotes (‘) inhibit all expansion 
· Double quotes (“) inhibit all expansion, except : 

$ (doller sign),  variable expansion 
‘ (backquotes), command substitution 
\ ( backslash ), single character inhibition 
! (Exclamation point ), history substitution 
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History Tricks 

 

· Use the up and down arrow keys to scroll through previous 
commands 

· Type <CTRL-R> to search for a command in command history 
· To recall last argument from previous command 
· <ESC>.  ( the escape key followed by a period) 
· <ALT-.> ( hold down the alt key while pressing the period) 

 
 

 
Command Editing Tricks 

 

· <ctrl-a>   moves to beginning of line 
· <ctrl-e>   moves to end  of line 
· <ctrl-u>   deletes  to beginning of line 
· <ctrl-k>   deletes to end  of line 
· <ctrl-arrow>   moves left or right by word  

 

                         Command Editing Tricks : Editing Modes 
 

· By default, bash uses emacs-style keybindings for command  
     editing 

· Type set –o  vi to change keybinding to vi – style 

· Make vi the default by adding the command above to 
$HOME/.inputrc 
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Gnome – Terminal 
 

· Applications/System Tools/Terminal 
· Graphical terminal emulator with support for maintaining  
     multiple “ tabbed” shells simultaneously 

· <ctrl-shift-t>                  Open a new tab 

· <ctrl-PgUp/PgDn>        Next / Prev tab 

· <ctrl-shift-c/v>              Copy / Paste 
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CHAPTER 5 
Standard I/O and Pipes 
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                               Standard Input and Output 
 

· Linux provides three I/O Channels to processes 
 

· Standard input – keyboard is default 
 

· Standard output – terminal windows is default 
 

· Standard error – terminal windows is default 
 
 
 
 

 
Redirecting Input and Output 

 

· Standard Input, Output, and Error can be reconnected to 
     alternate locations 
· Shell redirection operators allow standard I/O channels to be 

redirected to/from a file. 
· Pipes allow standard I/O channels to connected to the input or 
     output of programs 
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Redirecting Output 
 

· In order to study redirecting standard output and error, we will  
     use the find command.  

find /etc –name passwd 
· This command will search for all files named passwd in /etc 
     and its subdirectories 
· By default both the standard output and standard error are  
    displayed on the screen 
 
Example – 
$ find  /etc  -name passwd 
/etc/passwd 
find:  /etc/default: Permission denied 
/etc/pam.d/passwd 
 
 
 
 

Redirecting Standard Output 
 

· Redirect standard output with > 
· Standard error is still displayed on the screen 
 
Example - 
$ find  /etc  -name passwd > findresult 
find: /etc/default: Permission denied 
$ cat findresult 
/etc/passwd 
/etc/pam.d/passwd 
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Overwriting or Appending 
 

· If  the target file of file redirection with > already exists,  
     the existing file will be overwritten 
· To append data to an existing file, use >> to redirect instead of > 
 
 
 
 
 
 

Redirecting Standard Error 
 

· Redirect standard error with 2> 
· Example: redirect standard error to a file: 

Find  /etc –name passwd 2> finderrors 
· Standard output is displayed on the screen 
· Redirect further standard output error, appending to the same file, 

with 2>> 
 
 
 

Redirecting Both Standard Output and Error 
 

· Redirection of standard output and standard error can be  
     performed simultaneously 

find / -name passwd 2> errs > results 
· Each I/O channel can be redirected to different files, or 
     to the same file: 

find / -name passwd > alloutput 2>&1(or)  
find / -name passwd &> alloutput 
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Redirecting Input 
 

· Redirect standard input with < 
· Some commands only operate on standard input 
 

 

Using Pipes to Connect Processes 
 

· Pipes ( the | character) let you redirect output from one command to become 
      the input to another command 

$ ls  /usr/lib | less 
· Can create pipelines – powerful feature of Linux 

$ cut –f1 –d: passwd | sort –r | less 
 
 

Useful Pipe Targets 
 

· less displays input one page at a time 
ls –l | less 
 

· mail sends input via email 
ls –l | mail –s “ files” public@example.com 

 
 

 
 

tee 
 

· Lets you tee a pipe: redirect output to a file while still piping it to 
another program 
$ set | tee set.out | less 
In example, output from set is written to a file set.out while also 
being piped to less 
 
 

Chapter 5 – Hands on Lab 
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CHAPTER 6 

USERS, GROUPS, AND PERMISSIONS 
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The Linux Security Model 
 

· Users and groups are used to control access to files and resources 
· Users log in to the system by supplying their user name and 

password 
· Every file on the system is owned by a user and associated with a 

group 
· Every process has an owner and group affiliation, and can only 

access the resources its owner or group can access 
 

 

 
Users 

 

· Every users of the system is assigned a unique User ID number 
     (the uid ) 
· User’s names and uids are stored in /etc/passwd 
· Users are assigned a home directory and a program that is run  
     when they log in ( usually a shell ) 
· Users can not read,write or execute each other’s files without 

permissions 
 

 
 
 

Groups 
 

· Users are assigned to groups with unique group ID numbers  
     (the gid ) 
· gids are stored in /etc/group 
· Each user is given their own private group 
· They can also be added to other groups to gain additional 
     access 
· All users in a group can share files that belong to the group 
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The Root User 
 

· The root user: a special administrative account 
· Sometimes called the superuser 
· Root has complete control over the system 
· Normal (“unprivileged”) users’ potential to do damages 
     is limited 
 

 
 

Linux File Security 
 

· Every file and directory has permissions set that determine  
     who can access it 
· Permissions are set for : 

The owner of the file ( called the “user” ) 
The group members 
All others 

· Permissions that are set are called read, write and execute 
permissions 

 
 
 

Permission Types 
 

· Four symbols are used when displaying permissions : 
 
r   - permission to read a file or list a directory’s contents 
 
w  - permission to write to a file or create and remove files  
from a directory 
 
x  - permission to execute a program or change into a  
directory and do a long listing of the directory 
 

- - no permission ( in place of the r, w, or x ) 
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Examining Permissions 
 

· File permissions may be viewed using ls 
            $ ls –l  /bin/login 
            -rwxr-xr-x     1 root    root  19080 Apr  1 18:26 /bin/login 
 

· File type and file access permissions are symbolized by a 10-
character string 

 
 
 

                                            Interpreting Permissions 
 
           -rwxr-xr-x    1 andersen  trusted 2948 Oct 11 14:07 myscript 
 

· Characters 2.3 and 4 identify permissions for the owner, Andersen 

· Character 5.6 and 7 idenfy permissions for members of the group, 
trusted 

· Characters 8,9 and 10 identify permissions for all others 

 
 
 

Examining Directories 
 

· The first character in the long listing distinguishes directories (d ) 
from regular files (-) 

· Other file types indicators exist 
 
 
 

Linux Process Security 
 

· When a process accesses a file the user and group of the  
     process are compared with the user and group of the file 

· If the user matches the user permission apply 

· If the group matches, but the user does not, the group  
     permissions apply 
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· If neither match, the other permissions apply 

 
 

Changing Permissions – Symbolic Method 
 

· To change access modes: 
chmod  [-R] mode files… 

· Where mode is: 
u, g or o    for users, group and other 
+ or -        for grant or deny 
r, w or x    for read, write and execute 

· Examples: 
ugo+r        Grant read access to all 
o-wx          Deny write and execute to others 
 
 
 
 
 

 
Changing Permissions – Numeric Method 

 

· Uses a three-digit mode number 
· First digit specifies owner’s permissions 
· Second digit specifies group permissions 
· Third digit represents other’s permissions 
· Permissions are calculated by adding: 

4 ( for read ) 
2 ( for write ) 
1 ( for execute ) 

· Example: 
chmod  640 myfile 
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Changing Permissions – Nautilus 
 

· Nautilus can be used to set the permissions and group membership 
of files and directories 

· In a Nautilus window, right-click on a file 
· Select “Properties” from the context menu 
· Select the “Permission” tab 
· “Text view” and “Number view” of the permissions are updated as 

you make changes 
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CHAPTER 7  
vi & vim Editor Basics 
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Overview of vi & vim  

· vi – the “visual editor”, standard Linux and Unix editor 
· vim  - the “vi improved” editor, standard         editor 
· On         OS, the vi command invokes vim 

Starting vi & vim  

· To start vim: vi filename 
· If the file exists, the file opened and the contents are displayed 
· If the file doesn’t exist, vi creates it when the edits are saved for the 

first time 
· To use vi instead – unalias vi OR, \vi 

 

Three Modes of vi & vim  

· Command mode  
·               Cursor movement 
·               Change, delete, yank, put, search 
· Insert mode 
·                Type in new text 
·                Return to command mode with <ESC> 
· ex mode 
·               Configuring, existing, saving 
·               Search and replace 
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Chapter 7 – Hands on Lab :-  

Cursor Movement  

Entering Insert Mode  

Leaving Insert Mode: Esc  

Change, Delete, and Yank  

Put (paste)  

Undoing Changes  

Searching for Text  

Command-Mode Tricks  

Saving and Exiting: ex mode  
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CHAPTER 8  
 The Linux Filesystem In-Depth 
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Partitions and Filesystems 

· Disk drives are divided into partitions 
· Partitions are formatted with filesystems, allowing user to  store data 
· Default filesystem: ext3, the third extended Linux Filesystem 

· Other common filesystems:  
·      Ext2 and msdos – typically used for floppies 
·      iso9660 – typically used for CDs 

 

Inodes 

· An inode table contains a list of all files in ext2 or ext3 filesystem 
· An inode ( index node ) is an entry in the table, containing 

information about a file ( the metadata ), including: 
· File type, permission, link count, UID, GID 
· The file’s size and various time stamps 
· Pointers to the file’s data blocks on disk 
· Other data about the file 

 

Directories 

· The computer’s reference for a file is the inode number 
· The human way to reference a file by file name 
· A directory is a mapping between the human name for the file and 

the computer’s inode number 

 

 

 



 

 - 60 - 

 

 

 

 

cp AND inodes 

· The cp command : 
· Allocates a free inode number, placing a new entry in the inode table 
· Creates a directory entry, referencing the files human file name to 

the inode number 
· Copies data into the new file 

mv AND inodes 

· If the destination of the mv command is on the same file system as 
the source, the mv command: 

·      Creates a new directory entry with the new file name 
·      Deletes the old directory entry with the old file name 
·      Has no impact on the inode table ( except for a time stamp ) or      

the location of data on the disk 

rm AND inodes 

· The rm command 
·        Decrements the link count, thus freeing the inode number to be              

reused 
·        Places data blocks on the free list 
·        Removes the directory entry 
· Data is not actually removed, but will be overwritten when the data 

blocks are used by another file 
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Symbolic (Or Soft) Links 

· A symbolic link points to another file 
· Syntax :  ln –s filename [linkname] 

 

 

Hard Links 

· One physical file on the filesystem 
· Each link references the file’s inode 
· File is present in the filesystem as long as at least one link remains 
· Can not span drives or partitions 
· Syntax :  ln  filename [linkname] 

 

The Seven Fundamental Filetypes 

· -    regular file 
· d   directory 
· l    symbolic link 
· b   block special file 
· c   character special file 
· p   named pipe 
· s   socket 
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Checking Free Space 

· df  - Reports disk space usage 
·         Reports total kilobytes, kilobytes used, kilobytes free per file 

system 
·         - h displays sizes in easier to read units 
· du  - Reports disk space usage 
·         Reports kilobytes used per directory 
·         Includes subtotals for each subdirectory 
·         -s option only reports single directory summary 
· Also takes –h option 

 

                               Removable Media 

· “Mounting” means making a foreign filesystem look like part of the 
main tree 

· Before accessing, media must be mounted 
· Before removing, media must be unmounted 
· By default, non-root users may only mount certain devices ( cd,  

dvd, floppy, usb, etc) 
· Mountpoints are usually under /media 

 

Mounting CDs and DVDs 

· Automatically mounted in Gnome/KDE 
· Otherwise, must be manually mounted 
·     CD/DVD Reader 
·     mount /media/cdrom 
· CD/DVD writer 
·     Mount  /media/cdrecorder 
· eject  command unmounts and eject disk 
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Mounting USB Media 

· Dectected by kernel as scsi devices 
·     /dev/sdax 
· Automatically mounted in Gnome/KDE 
·     Icon created in computer window 
·     Mounted under /media/<Device ID> 
·     Device ID is built into device by vendor 

 

Mounting Floppy Disks 

· Must be manually mounted and unmounted 
·          Mount /media/floppy 
·          unmount /media/floppy 
· DOS floppies can be accessed with mtools 
·          Mounts and unmounts device transparently 
·          Uses DOS naming conventions 
·              mdir a: 
·              mcopy /home/file.txt a: 

 

Formatting Floppy Disks 

· two types of format needed to prepare a floppy 
·        A low level format ( rarely needed ) 
·        fdformat  /dev/fd0H1440 
·        A filesystem, one of : 
·        mkfs –t ext2 /dev/fd0 
·        mke2fs  /dev/fd0 
·        mkfs –t vfat /dev/fd0 
·        mformat a: 
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Why Archive Files? 

· Archiving places many files into one target file 
·      Easier to back up, store, and transfer 
· tar  - standard Linux archiving command 

 

Creating An Archive 

· Syntax 
·     tar cvf archive_name files…. 
·     c  creates a new archive 
·     v  produces verbose messages 
·     f   archive_name is name of new file 
· Options do not need a leading dash 

 

Inspecting Archives 

· Syntax 
·     tar  tf archive_name.tar 
·     tar  tvf  arcive_name.tar 
· First formdisplays a list of all files in the archive 
· The v causes a long listing ( like “ls-l”) of each file in the archive 

 

Extracting an Archive 

· Syntax 
·     tar  xvf archive_name.tar 
·     The archive will be extracted in the current directory 
·     Change to the target directory first 
· Files maintain their hierarchy relative to the current directory 
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Why Use File Compression? 

· Results in smaller file size 
· Text files can be compressed over 75% 
· Binary files usually don’t compress much, if any 
· tar  archives are often compressed 

 

Compression Utilities 

· gzip , gunzip 
·     Standard Linux compression utility 
·     Up to 75% compression for text files 
· bzip2, bunzip2 
·     Newer Linux compression utility 
·     Generally archives better compression than gzip 

 

Using Compression 

· Sample compression commands 
·     gzip  termcap 
·     gzip  -v termcap 
·    gunzip  -c termcap.gz | wc –l 
·    gunzip  termcap.gz 

Compressing Archives 

· Often tar archives are compressed 
· tar can compress / uncompress archive 
· Compression switches – use during creation and extraction 
·   z for gzip compression  /  j  for bzip2 compression 
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CHAPTER 9 

   CONFIGURING THE BASH SHELL 
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Configuring the Bash Shell 

· The shell is configured through a variety of mechanisms 
·        Local variables 
·        Aliases and functions 
·        The  set and shopt commands 
· The shell can also configure other commands or applications 

through environment variables 

 

Variables 

· A variable is label that has a value 
·     Used to configure the shell or other programs 
·     Variables are resident in memory 
·     Two types: local and environment 
·     Local variables are used only by the shell 
·     Environment variables are passed onto other commands 
· Display variables and values using 
·     set  to display all variables 
·     env  to display environment variables 

 

Configure the Shell : Local Variables 

· Data in shell scripts and environment settings stored in variables 
· Conventionally all upper-case 
· Setting variable value 
·    $ FAV_COLOR=blue 
· To retrieve variable value, use $ before variable name 
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·    $ echo $FAV_COLOR 
·    blue 

 

Common Local Variables 

· HISTFILESIZE :- determines how many commands to be saved in 
the history file on logout 

· COLUMNS :-  sets the width of the terminal 
· LINES :- sets the height of the terminal 

 

The PS1 Local Variable 

· PS1  sets the prompt 
· Uses escape sequences to insert variable information in the prompt 

 

 

Aliases 

· Aliases let you create shortcuts to commands 
·     $ alias  dir=’ls –laF’ 
· Use alias by itself to see all set aliases 
· Use alias followed by an alias name to see alias value 
·     $ alias dir 
· alias dir=’ls –lsF’ 

 

Other Shell Configuration Methods 

· Less common but powerful commands to configure elements of the 
shell : 

· set 
· shopt 
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Configuring Commands: Environment Variables 

· Shell variables exist only in current shell instance 
· Environment variables passed to subshells 
· Shell variables can be exported into environment 
·    $EDITOR=/usr/bin/vim; export EDITOR 

 

Common Environment Variables 

· HOME     Path to user’s home directory 
· LANG      Identification of default language programs should use; 

example: en_US.UTF-8 for U.S. English 
· PWD        User’s current working directory 
· EDITOR   Default editor programs should invoke for text editing 
· LESS        Options to pass to the  less command 

 

The TERM Environment Variable 

· TERM     environment variable setting the terminal type 
· reset         command ( not variable ) used to reset a terminal should 

the screen become corrupted 
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The PATH Environment variable 

· PATH   colon separated list of locations where commands can be 
found 

· which    command showing location in the PATH of an executable 
·               $ which xterm 
·               /usr/bin/xterm 
· Executable’s location may be specified : 
·               /bin/ls  /etc 
·               ./myls  /etc 

 

How the Shell  Expands the Command Line 

· A simplification 
·     Split the line into words 
·     Function and alias expansion 
·     Curly brace string expansion 
·     Tilde expansion 
·     Parameter and variable expansion 
·     Split the line into words again 
·     File glob expansion 
·     File redirection 
·     Run the command 

Shell Startup Scripts  

· Scripts of commands executed at login 
· Uses include : 
·      Configure the shell by setting local variables or running the set 

OR shopt commands 
· Configure other programs through environment variables 
· Establish aliases 
· Run programs on startup 
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Login Shells  

· Login shells are first shells started ( when you log in ) 
· Shells launched from a login shell typically are not login shells 
· Login shells and non-login shells run different startup scripts 

 

Startup Scripts: Order of Execution 

· Login shells 
·   /etc/profile 
·        /etc/profile.d 
·   ~/.bash_profile 
·        ~/.bashrc 
·               /etc/bashrc 
· Non-login shells 
·   ~/.bashrc 
·        /etc/bashrc 
·               /etc/profile.d 

 

/etc/profile  

· System-wide startup script 
· Parsed by all users with Bourne-style shells, including bash and sh 
· Usually sets default PATH variable, user limits, and other variables 

and settings 
· bash only sources /etc/profile if the shell is a login shell 

/etc/profile.d  

· Some application-specific startup scripts in this directory 
· Scripts called by a for-loop in /etc/profile 
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· Scripts set up variables and run initialization procedures 

 

~/.bash_profile and ~/.bashrc  

· For user-specific settings 
· Common to place variable settings, aliases 
· Commands that place output to the screen,such as the date 

command, should go in .bash_profile, not .bashrc 

~/.bash_logout  

· Resides in home directory 
· Executed when exiting a login shell  
· Useful for running programs automatically at logout 
· Example uses : 
·     Make backups of files 
·     Delete temporary files 
·     Display date and time of logout 
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CHAPTER 10 & 11 

ADVANCED TOPICS IN USERS, GROUPS AND 
PERMISSIONS / Advanced Vi/Vim and  Printing 
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User and Group ID Numbers 

· User names map to user ID numbers 
· Group names map to group ID numbers 
· Data stored on the hard disk is stored numerically 

 

/etc/passwd, /etc/shadow, and /etc/group files  

· Authentication information is stored in plain text files : 
·       /etc/passwd 
·       /etc/shadow 
·      /etc/group 
·      /etc/gshadow 

 

System Users and Groups  

· Server programs such as web or print servers typically run as 
unprivileged users, not as root 

·    Example – daemon, mail, lp, nobody 
· Running programs in this way limits the amount of damage any 

single program can do to the system 

 

Changing Your Identity  

· To change your password, run passwd 
·     Insecure passwords are rejected 
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· To start a new shell as a different user : 
·       su 
·       su – 
·       su   username 
·       su – username 

 

User Information Commands 

· Find out who you are 
·   whoami 
· Find out what groups you belong to 
·    groups, id 
· Find out who is logged in 
·    Users, who, w 
· Login / reboot history 
·     last 

 

 

Default Permissions  

· Default permission for files is 666 
· Default permission for directories is  777 
· umask is subtracted from default to determine new file/directory 

permission 
· Non-privileged users’ umask is 002 
·    Files will have permissions of  664 
·    Directories will have permissions of 775 
· root’s umask is 022 

Special Permissions  

· Special permission : a fourth permission set ( in addition to 
user/group/other) 

· Applicable in four cases : 
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·      suid for an executable 
·      sgid for an executable 
·      sgid for a directory 
·      sticky bit for a directory 

Set with chmod or Nautilus 

  

Special Permissions for Executables / Directories 

· Special permission for executables 

·     suid : command run with permissions of the owner of the 
command, not executor of the command 

·     sgid : command runs with group affiliation of the group of the 
command 

· Special permission for directories 

·       Sticky bit : files in directories with the sticky bit set can only be 
removed by owner and root, regardless of the write permissions of 
the directory 

·       sgid : files created in directories with the sgid bit set have  group 
affiliations of the group of the directory 

 

Advanced Vi/Vim and  Printing 

File and Screen Repositioning 

· G  go to last line in file 

· 1G go to first line in file ( any number can be given and cursor will 
jump to that line) 

· <ctrl-f> go forward one full screen 

· <ctrl-b> go back one full screen 

· <ctrl-d> go down half a  screen 

· <ctrl-u> go up half a screen 

· H  go to first line on screen ( high ) 

· M  go to middle line on screen ( middle ) 
· L  go to last line on screen (low ) 

· Z<enter>  make current line first line on screen 
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· Z -            make current line last line on screen 

 

 

 

 

Filtering  

· The output of acommand can be placed in thefile 
· The data in the file can be used as input 
· Examples : 
·    ! ! date 
·    !} sort 
·    !} fmt -66 

 

ex mode: Search and Replace  

· sed style search and replace 
· different default addressing rule 
·        no address       current line only 
·        1, 12                changes line 1 through 12 
·        1, $ or %         for changes to entire file 
·        . , .+10             from current line (“.”) to current line plus 10 

lines (“.+10”) 
· Example :               : %s/Ohio/Iowa/g 

 

Visual Mode  

· Allows selection of blocks of text 
·       v  character-oriented highlighting 
·       V  line-oriented highlighting 
· <ctrl-v>  block-oriented highlighting 
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· Visual keys can be used in conjunction with movement keys : w, ), 
}, arrows, etc 

· Highlighted text can be deleted, yanked, changed, filtered, search / 
replaced, etc 

 

Advanced Reading and Saving  

· : r  newfile 
· : r !date 
· :1.20w xfile 
· :.,$w yfile 
· :1,20w >> zfile 
· :n 
· :n! 
· :n# 

 

Configuring vi and vim  

· Configuring on the fly 
·    :set or :set all 
· Configuring permanently 
·    ~/.vimrc or ~/.exrc 
· A few common configuration items 
·     :set showmatch 
·     :set autoindent 
·     :set textwidth=65  
·     :set wrapmargin=15 
·     :set ignorecase 

 

Chapter 10 – Hands on Lab  :-  

Printing in Linux  

Printing Commands  
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Printing Utilities  

 

 

 

 

 

 

 

 

 

 

 

CHAPTER 12 & 13 

INTRODUCTION TO STRING PROCESSING / STRING 
PROCESSING WITH REGULAR EXPRESSIONS 
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head  and  tail 

· head --- Displays first few lines ( default 10 lines ) of text in a file 
·      Example : head /tmp/output.txt 
· Use –n or – lines parameters to change number of lines displayed 
·      Example : head –n 20 /tmp/output.txt 
· tail --- displays last few lines ( default 10 lines) of text in a file 
·       Example : tail /etc/passwd 
· Use –n or – lines parameter to change number of lines displayed 
·       Example : tail –n 5 /etc/passwd 
· Use –f to follow the end of a text file as it changes 
·      Example : tail –f make.out 
· Used to “watch” log files 

wc (word count) & sort 

· “word count” – also counts lines and characters 
· Use –l for only line counts 
· Use –w for only word count 
· Use –c for only character count 
· Sort – Sorts text to stdout – original file unchanged 
· Other options – To be checked from the man page 

 

uniq & cut 

· uniq -- Remove successive, duplicate lines in a file 
· Can use in conjunction with sort to remove all duplicates ( or use 

sort –u ) 
· Use –c to count number of occurrences of duplicate data 
· cut – Displays specific columns of file data 
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· Example :-  $ cut –f4 results.dat 
· -f specifies field or column 
· -d specifies field delimiter 
· -c cuts by characters  
· Other options – To be checked from the man page 

Other String Processing Tools 

· paste – paste files together 
· tr – character translator 
· diff – Compares two files for differences 
· aspell – Interactive spell chaker 
· look – quick spell check 
· Options and usage to be checked from the man page 

 

 

String Processing With Regular Expressions 

 

Pattern Matching with Regular Expressions  

· Regular expression are a pattern matching engine 
· Used by many tools, including : grep, sed, less, vi, awk 

Wildcard Characters  

· Wildcard characters stand for another single character : 
·             Any single character 
· [abc]    Any single character in the set 
· [a-c]     Any single character in the range 
· [^abc]   Any single character not in the set 
· [̂ a-c]    Any single character not in the range 

 



 

 - 82 - 

 

Modifiers & Anchors 

· Modifiers determine the number of the previous character 
· Anchors match the beginning or end of a line or word 

                 

regex Combinations 

· Regular expressions are most useful in combination with each other 

          What do the following match ? 

1. Sm.th 
2. Sm[iy]th 
3. www\.redhat\.com 
4. ^#! 
5. \<the 
6. [̂a-z0-9 ]\{28\}$ 
7. ^^yipes!$$  

Quote your regex's! 

· On the command line, quote regular expressions 
· File name generation characters must remain unquoted 
· Do not use quotes in regular expressions within commands 

grep 

· Prints lines of files where a pattern is matched 
· Example :-  $ grep john /etc/passwd 
· Also used as filter in pipelines 
· Uses regular expressions 

                                        sed & Using sed 

· stream editor 
· Reads a file or stream of data; writes out the data, performing search 

and replace instruction(s) 
· Uses regular expressions in search string ( but not replacing string) 
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· Using sed :– 
· Quotes search and replace instructions 

 

Chapter 12 & 13 – Hands on Lab and Examples 

 

 

 

 

 

 

 

 

CHAPTER 14 & 15 

FINDING AND  PROCESSING  FILES / INVESTIGATING 
AND MANAGING PROCESSES 
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slocate 

· Can be invoked as slocate or locate 
· Queries a pre-built database of patchs to files on the system 
· May only search directories where the user has read and execute 

permission 
· Examples :-  
· slocate foo --- search for files with foo in the name or path 
· slocate –r ‘\.foo$’ --- Regex search for files ending in .foo 
· Useful options – 
·      -i: case-sensitive 
·      -n X: show only the first X matches 

 

find 

· find [directory…][criteria] 
· Searches directory trees in realtime 
· Slower but more accurate than slocate 
· CWD is used if no starting directory given 
· All files are matched if no criteria given 
· Can execute commands on found files 
· May only search directories where the user has read and execute 

permission 
· Example :-  
· find  -name snow.png --- search for files named snow.png 
· find –iname snow.png --- case sensitive search for files named 

snow.png, Snow.png, SNOW.PNG etc 
· find –user joe –group joe --- search for files owned by the user joe 

and group joe 
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find and Logical Operators 

· Criteria are ANDed together by default 
· Can be OR’d or negated with –o and –not 
· Parantheses can be used to determine logic order, but must be 

escaped in bash. 
· Examples :- 
· find -user joe –not –group joe 
· find -user joe –o –user jane 
· find –not \(-user joe –o –user jane\) 

 

find and Permissions 

· can match ownership by name or id 
· Example :-   find / -owner joe –gid 500 
· Can match octal or symbolic permissions 
· Examples :- 
· find –perm 755            # if mode is exactly 755 
· find –perm +2              # if anyone can write  
· find –perm -2               # if everyone can write  
· find –perm +o+w         # if other can write  

 

find and Numeric Criteria 

· Many find criteria take numeric values 
· Examples :-  
· find –size  10M  # files with a size of exactly 10 Mbytes 
· find –size +10M  # files with a size of over 10 Mbytes 
· find –size -10M  # files with a size less than 10 Mbytes 
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find and Access Times 

· find can match by inode timestamps 
· -atime : when files was last read 
· -mtime : when file data last changed 
· -ctime :  when file metadata last changed 
· Value given is in days 
· Example :-  find –mtime -10  # files modified less than 10 days ago 

Executing Commands with find 

· Commands can be executed on found files 
· Command must be preceded with –exec or –ok 
·      -ok prompts before acting on each file 
· Command must end with <space> \; 
· Can use { } as a filename placeholder 
· Example :- 
· find –size +100M –ok gzip {} \; 

find Execution Examples 

· find –name “*.conf” –exec cp {} {} .orig  \;   # creates backup 
copies of configuration files, adding a .orig extension 

· find /tmp –ctime +3 –user joe –ok rm {} \;    # Prompt to remove 
Joe’s tmp files over 3 days old 

· find ~ -perms +2 –exec chmod o-w {} \;   # Fix world-writable files 
in your home directory 

 

The Gnome Search Tool  

· Actions/Search for files ... 
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· Graphical tool for searching by 
· name 
· content 
· owner/group 
· size 
· modification time 

What is a Process?  

· A process has many components and properties :- 
· exec thread 
· PID 
· Priority 
· Memory context 
· Environment 
· File descriptor 
· Security credentials 

How Processes Are Created  

· One process “forks” a child, pointing to the same pages of memory, 
and making the area as read only 

· Then, the child “execs” the new command, causing a copy-on-write 
fault, thus copying to a new area of memory 

· A process can exec, without forking 
· The child maintains the process ID of the parent 

 

Process Ancestry and States 

· init  is the first process started at boot time – always has PID 1 
· Except init, every process has a parent 
· Processes can be both a parent and a child at the same time 
· A process can be in one of many states 
·     R – Runnable ( on the run queue ) 
·     S -  Sleeping 
·     T – Stopped 
·     D – Uninterrupted sleep 
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·     Z – Defunct (zombie) process 

 

 

 

Viewing Processes 

· ps  # Display processes information 
· Syntax : ps  [options] 
· Useful options 
· a   Processes by all users 
· x   Processes from all terminals 
· u   Show process owners 
· w  include command arguments 
· f   Show process ancestry 

                                Sending Signals to Processes 

· Syntax :  kill [-signal] pid(s) 
·                kill [-signal] %jobID 
· kill –l  # lists all available signals 
· killall 
· Default signal is TERM 

 

Terminating Processes 

· Most desirable way to end a process is to let it end normally 
· Command finish, applications are exited 
· Can attempt to interrupt with <ctrl-c> or send a TERM signal 
· If all else fails, send a kill signal 

Altering Process Scheduling Priority 

· At process invocation time, Syntax : nice [-n adjustment] command 
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· Processes are schedule with a default priority of 0 
· Priority value can range from -20 ( highest priority) to 19 (lowest) 
· renice  # changes the priority of a running process 
· Example :-   renice # [[-p|g] PID] [[-u]user]  where “#” is the priority 

value 
· Once a priority value is raised, non-privileged user can not lower it. 

 

Interactive Process Management Tools 

· Displays real-time process information 

· Allow sorting, killing and renicing 

· Command-line : top 

· GUI : gnome-system-monitor 

Running a Process in the Foreground 

· When a command is entered, the shell will not process further input 
until the process is complete and the shell prompt is redisplayed 

· The typehead buffer allows you to type other commands, but they 
will not be processed until the pending process completes, or 
“returns” 

Running a Process in the Background  

· Running a command in the background allows another process to 
run concurrently on the same terminal 

· Launch a program as a background process by appending an 
ampersand (&) to the end of a command: 

· Example :-       mozilla & 

Suspending a Process  

· Foreground jobs can be suspended : temporarily halted without 
being killed 

· Suspend a foreground process with <ctrl-z> 
· Suspended jobs can be :    Resumed in the background (bg) 

                                                Resumed in the foreground (fg) 
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Listing Background and Suspended Jobs  

· jobs  displays all process running in the background or that are 
suspended 

· The number in brackets is a job number, used to kill jobs or bring 
them back to the foreground 

· Job numbers are referenced with % 

 

Resuming Suspended Jobs 

· When a command is suspended or backgrounded, it can be     
brought back to the foreground with fg 

· Suspended jobs can be resumed in the background with bg 
· Syntax :-       fg  [%job_number] 

                           bg  [%job_number] 

 

Compound Commands 

· List of commands separated by semi-colons 
· List inside () to run inside a subshell 

$  ( cd /usr; du ) & 

 

Scheduling a Process To Execute Later 

· Syntax :-    at time <command> 

·                   atq  [user] 

·                   atrm [user | atJobID] 

· Commands will be executed at the time indicated 
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Scheduling Periodic Processes using cron 

· The cron mechanism allows processes to be invoked periodically, 
user need not be logged on 

· Cron jobs are listed in a crontab file 
· Must edit and install your cron table file 
· Cron table file can not be edited directly 
· Edit the file and then install with crontab OR Edit the file through 

crontab 
· Syntax :-     crontab [-u user] file 
·                     crontab [ -l |-r|-e] 

 

 

crontab File Format  

· Entry consists of five space-delimited fields followed by a command 
line 

· One entry per line, no limit to line length 
· Fields are minute, hour, day of month, month, and day of week 
· Comment lines begin with # 
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Chapter 14 & 15 – Hands on lab and Examples 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CHAPTER 16  

NETWORK CLIENTS 
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Web Clients 

· Firefox 
· Other web browsers 
· Non-GUI web browser 
· wget 

 

 

Firefox 

· Fast, lightweight, feature-rich web browser 
· Tabbed browsing 
· Popup blocking 
· Cookie management 
· Multi-engine search bar 
· Support for many popular plugins 
· Themes and Extensions 

 

Other GUI Web Browsers  
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· Epiphany 
·         Uses same rendering engine as Firefox 
·         Fully Gnome-compliant, but fewer features 
· Konqueror 

·         KDE web browser/file manager 
·         supports tabs, popup-blocking, etc 
·         Uses khtml rendering engine 

 

 

 

Non-GUI Web Browsers 

· links 
·        provided by the elinks rpm 
·        Full support for frames and ssl 
·        Examples :- 
·                           links http://www/redhat.com 
·                           links –dump http://www.redhat.com 
·                           links –source http://www.redhat.com 

 

wget 

· Retrieves files via HTTP and FTP 
· Non-interactive – useful in shell script 
· Can follow links and traverse directory trees on the remote server – 

useful for mirroring web and FTP sites 

 

 

 

http://www/redhat.com
http://www.redhat.com/
http://www.redhat.com/
http://www.redhat.com/
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CHAPTER 17  

INSTALLATION 
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Hardware Overview 

· Kernel Support 
·            Core Support : CPU, Memory, Process Management, 

Interrupt /   Exception handling etc. 
·            Dynamically loadable Kernel Modules 
·            Device drivers 
·            Additional Functionality 
· User Mode Access to kernel facilities 
·            System calls and signals 
·            Filesystem Device Nodes 
·            Network interfaces 

 

 

CPU and Memory 

· Seven supported Architecture : x86, itanium2, AMD64/EM64T, 
S/390. zSeries, iSeries, pSeries 

· CPU support on x86 
· Technical support for more than 2 physical CPUs only on AS 

variants ( may use Hyper-Threading ) 
· Upto 32 Physical CPUs with SMP or hugemem kernel 
· Memory support on x86 
· Technical support for more than 16 GB on AS or WS 
· Standard i686/athlon kernel :   4 GB 
· SMP i686/athlon kernel :        16 GB 
· Hugemem SMP kernel :          64 GB 
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Preparing to Install 

· Read the RELEASE-NOTES file on the first CD or 
http://www/redhat.com 

· Check Hardware Compatibility 
·         Supported Hardware List 
·    Hardware certified by         
·    Hardware compatible with         Linux 
· XFree86 supported video cards 

 

Multiboot systems 

·         Enterprise Linux and GRUB bootloader can coexist with other 
operating systems, including the following : 

· Windows NT/2000/XP/2003 
· DOS, Windows 3.x/9x/ME 
· NetBSD, FreeBSD, and other open systems 
· Two major issues arise when implementing multiboot systems : 
·         Partitioning and the boot process 

 

Device Node Examples 

 Block Devices 

·   /dev/had  -- IDE drive 
·   /dev/sda  -- SCSI drive 
·   /dev/fd0  -- floppy drive 
· Character Devices 
·   /dev/tty[0-6] – virtual consoles 
·   /dev/st0  -- SCSI tape drive 
· Symbolic Links 

 

http://www/redhat.com
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The LINUX Installer 

· First stage Installer Images 
·    Diskboot.img –VFAT filesystem image for bootable media    

larger than floppy 
·    floppy installation is no longer supported 
·    boot.iso – ISO9660 bootable CD image 
·    pxeboot directory 
· Second Stage Installer 
·    Graphical or textual 
· can be invoked in noprobe or kickstart mode 

Installer Features 

· noprobe and kickstart modes available 
· mediacheck tests media integrity 
· Multiple Interfaces : 
·   Graphical – 
·          Starts X server and a GUI installer 
·          Works with hard drive, CD ROM, NFS installation 
·          Graphical is the default 
· Text 
·          Menu-based terminal interface 
·          Works with all installation methods 

LINUX Installation Overview 

· Language, Keyboard and Mouse selection 
· Media selection if applicable 
· Disk partitioning 
· Bootloader configuration 
· Network and firewall configuration 
· Authentication setup 
· Package selection 
· X server configuration 
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Partitioning Hard Drives 

· Hard drives are divided into partitions 
· Partitions normally contain file systems 
·      Primary, extended and logical partitions 
·      the default filesystem type is ext3 
·      Multiple partitions may be assembled into larger virtual partition 

: software RAID and LVM 
· Filesystems are accessed via a mount point, which is a designated 

directory in the file system hierarchy 

Sample Partition Structure 

MBR  
C:DOS /dev/hda1 
SWAP /dev/hda2 
/boot /dev/hda3 
/root /dev/hda5 
/var /dev/hda6 
/tmp /dev/hda7 
/home /dev/hda8 

 

Configuring File Systems 

· Must select mount points, partition sizes and file system types in the 
installer 

· Can set up manually or automatically 
· There are many layouts which may be used 
· /  must include /etc, /lib, /bin, /sbin, /dev 
· Swap space is typically 2x physical RAM 
· Typical mount points : /boot, /home, /usr. /var, /tmp, /usr/local, /opt 
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Software RAID 

· RAID – Redundant Array of Inexpensive Disks 
· Multiple partitions on different disks combined into one RAID 

device 
· Fault tolerance, larger disk size, performance 
· Install-time RAID levels : 
· RAID 0 : striping 
· RAID 1 : mirroring 
· RAID 5 : striping with distributing parity  

LVM: Logical Volume Manager 

· Manages storage on one or more partitions as virtual partitions, or 
logical volumes 

·    Real partitions are physical volumes and are assigned to a volume 
group ( a virtual disk ) 

· Disk space in the volume group is divided into extents which are 
assigned to a logical volume 

· Easy to resize logical volumes 
·     Add a physical volume to the volume group and assign the new 

extents to the logical volume 

Network Configuration 

· Can configure each NIC independently 
· DHCP or static IP configuration 
· Determine if automatically activated on boot 

Firewall Setup 

· Installer can set up a kernel mode stateful packet filter 
· Choice of two settings : “Enabled” and “No Firewall” 
· “Trusted Devices” can bypass the firewall 
· can allow access to arbitrary services 
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Security Enhanced Linux ( SELinux ) 

· Access control determines what actions processes can perform on 
what objects 

· Discretionary Access Control ( Traditional Linux ) 
· Users control permissions on objects 
· Mandatory Access Control ( SELinux) 
· System policy restricts permissions which can be granted 

 

 

SELinux Installation Options 

· Installation options : 
·   Disabled 
·   Warn ( permissive ) 
·   Active ( default ) ( Enforcing ) 

 

 

 

 

 

 

 

 

Chapter 17 - Examples 
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CHAPTER 18 

SYSTEM INITIALIZATION AND SERVICES 
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Boot Sequence Overview 

· BIOS initialization 
· Boot Loader 
· Kernel initialization 
· init starts and enters desired run level by executing : 
· /etc/rc.d/rc.sysinit 
· /etc/rc.d/rc and /etc/rc.d/rc?.d/ 
· /etc/rc.d/rc.local 
· X Displays Manager if appropriate 

 

BIOS Initialization 

· Peripherals detected 
· Boot device selected 
· First sector of boot device read and executed 

 

 

Boot Loader Components 

· Boot Loader 
·   1st stage – small, resides in MBR or boot sector 
·   2nd stage – loaded from boot partition 
· Minimum specifications for Linux: 
·   Label, kernel location, OS root filesystem and location of the  

initial ramdisk ( initrd ) 
· Minimum specification for other OS: 
·    Boot device, lebel 
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GRUB and grub.conf 

· GRUB – the Grand Unified Bootloader 
·    Command-line interface available at boot prompt 
·    Boot from ext2/ext3, ReiserFS, JFS, FAT, minix or FFS 

filesystems 
·    Supports MD5 password protection 
· /boot/grub/grub.conf 
· Changes to grub.conf take effect immediately 
· If MBR on /dev/had is corrupted, reinstall the first stage    

bootloader with : /sbin/grub-install  /dev/hda 

 

Kernel Initialization 

· Kernel boot time functions 
·   Device detection 
·   Device driver initialization 
· Mounts root filesystem read only 
· Loads initial process ( init ) 

 

init Initialization 

· init reads its configuration : /etc/inittab 
· initial run level 
· system initialization script 
· run level specific script directories 
· trap certain key sequences 
· define UPS power fail / restore scripts 
· spawn getty on virtual consoles 
· initialize X in run level 5 
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Run levels 

· init defines run levels 0-6, S, emergency 

· The run level is selected by either 
·        The default in /etc/inittab at boot 
·        passing an argument from the boot loader 

·        running init x after boot ( where x is the desired run level ) 
· Show current and previous run levels 

·        /sbin/runlevel 

 

/etc/rc.d/rc.sysinit 

· Important tasks include : 
·     Active udev and selinux 
·     Sets kernel parameters in /etc/sysctl.conf 
·     Sets the system clock 
·     Loads keymaps 
·     Enables swap partitions 
·     Sets hostname 
·     Root filesystem check and remount 
·     Activate RAID and LVM devices 
·     Enable disk quotas 
·     Check and mount other filesystems 
·     Cleans up stale locks and PID files 

/etc/rc.d/rc 

· Initializes the default run level per the /etc/inittab file initdefault  
line such as   id:3:initdefault : 

12:2:wait:/etc/rc.d/rc 2 

13:3:wait:/etc/rc.d/rc 3 
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 Daemon Processes 

· A daemon process is a program that is run in the background, 
providing some system service 

· Two types of daemons : 
·    Standalone 
·    Transient – controlled by the “super-daemon” xinetd 

 

System V run levels 

· Run level defines which services to start 
· Each run level has a corresponding directory : 
·     /etc/rc.d/rcX.d 
· the system V init scripts reside in : 
·     /etc/rc.d/init.d 

/etc/rc.d/rc.local 

· Run after the run level specific scripts 
· Common place for custom modification 
· In most cases it is recommended that you create a                    

System V init script in /etc/rc.d/init.d 

Virtual Consoles 

· Multiple independent VT100 like terminals 
· Defined in /etc/inittab 
· Accessed with ctrl-alt-F_key from an X session 
· /dev/ttyn : virtual console n 
· /dev/tty0 : the current virtual console 
· LINUX default configuration 
·     12 consoles defined 
·      consoles 1-6 accept logins 
·      X server starts on first available console, usually 7 
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Controlling Services 

· Utilities to control services manually 
·     service : immediately start or stop a standalone service 
·     chkconfig : immediately starts or stops xinetd – managed services 

 

 

System Shutdown & Reboot 

· Shutting down the system 
·     shutdown –h now 
·     poweroff 
·     init 0 
· Rebooting the system 
·     shutdown –r now 
·     reboot 
·     init 6 

 

 

 

 

 

 

 

Chapter  18 – Examples and Hands on lab 
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CHAPTER 19 & 20  

USER ADMINISTRATION / PRINTING AND 
ADMINISTRATION TOOLS 
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The User Account Database - /etc/passwd 

· Contains account information used at login and by other programs 
· One account per line with seven colon-delimited fields 
· Should have permissions rw-r- - r- - 

The /etc/passwd file is the standard Linux database for user accounts. Every user on the 
system will have a single one- line entry in the /etc/passwd file. The /etc/passwd file 
contains information about user and system accounts  that is required at login and by 
other programs. The permission of /etc/passwd should always 644. this allows utilities 
that read the file to operate, and still prevents non-root users from adding or modifying 
entries. Each entry in the file follows a precise syntax. There are seven fields separated 
by colons : 

bcroft:x:502:504:Bryan croft:/home/bcroft:/bin/bash 

The first field is the user ID name of the account 

The second field is the password field. This field will contain an ‘x’ if shadow 
passwords are implemented, or else will contain the user’s encrypted password 

Third field is UID field. The UID number should be unique for each account on the 
system. A UID number of 0 indicates that the user is privileged, i.e they have superuser 
access 

Fourth field is GID field, which specifies the initial group that the user is placed into 
when they login 

The fifth field is the GECOS or common field. Items such as the user’s real name go 
here. 

Sixth field is user’s home directory and last one. The command executed by login, 
which is usually a shell or application or a shell script. 
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Adding a New User Account 

· Most common method is useradd : 
·           useradd  username 
· Running useradd is equivalent to : 
·           Edit /etc/passwd , /etc/shadow, /etc/group 
·           create and populate home directory 
·           set permissions and ownership 
· Set account password using passwd 

  

Group Administration 

· Entries added to  /etc/group 
·            groupadd 
·            groupmod 
·            groupdel 

 

Modifying/Deleting Accounts 

· To change fields in a user’s /etc/passwd entry you can : 
·           Edit the file by hand 
·           use usermod  [options]  username 
· To remove a user either : 
·           Manually remove the user from /etc/passwd, /etc/shadow, 

/etc/group, /var/spool/mail 
· Use userdel [-r] username 

 

 

 



 

 - 111 - 

 

 

 

 

Password Aging Policies 

· By default, password do not expire 
· Forcing passwords to expire is part of a strong security policy 
· To modify password aging for existing users, use the chage 

command 
·           chage  [options] username 

  

Login Shell Scripts 

· /etc/profile 
·       /etc/profile.d/*.sh 
· ~/ .bash_profile 
·       ~/.bashrc 
·          /etc/bashrc 

 

Switching Accounts 

· Syntax :- 
·           su [-] [user] 
·           su [-] [user] –c command 
· Allow the user to temporarily become another user 
·           Default user is root 
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Network Users  

· Information about users may be centrally stored and managed on a 
remote server 

· Two types of information must always be provided for each user 
account  

·       Account information – UID number, default shell, home 
directory, group memberships and so on 

·       Authentication – a way to tell that the password provided on 
login for an account is correct 

 

 

PRINTING AND ADMINISTRATION TOOLS 

CUPS: Common Unix Printing System  

· New IPP protocol based on HTTP/1.1 
·        Web administration interface on port 631 
·        Can communicate with LPD print servers 
· System V and BSD command interface 
· Classes support automated job redirection and printer pooling 
· Authentication by user/host/digital certificate 
· Log files in web server Common Log Format 
·         Program àlp àcupsd àfilter àprinter 

CUPS Configuration files 

· /etc/cups/cupsd.conf 
·       cupsd server configuration file 
· /etc/cups/printers.conf 
·       print queue configuration file 
·       Automatically generated by lpadmin, system-configuration-   

printer or the CUPS web administration interface 
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Controlling Access to cron 

· Restrict / Allow user access to cron 
·         /etc/cron.allow 
·         /etc/cron.deny 
· Contains usernames to allow / deny access 

 

 

System crontab Files 

· Different format than user crontab files 
· Master crontab file /etc/crontab runs executables in  
·             /etc/cron.hourly 
·             /etc/cron.daily 
·             /etc/cron.weekly 
·             /etc/cron.monthly 

System Logging 

· Centralized loggin daemons : syslogd, klogd 
· Log file examples : 
·        /var/log/dmesg           #kernel boot messages 
·        /var/log/messages      # standard system error messages     
·        /var/log/maillog         # Mail system messages 
·        /var/log/secure           # Security, authentication, and xinetd 

messages 
· Application log files and directories also reside in /var/log 

 

Chapter 19 & 20 – Examples and Hands on 
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CHAPTER 21  

FILESYSTEM MANAGEMENT 
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System Initialization: Device Recognition 

· Master Boot Record ( MBR ) contains : 
·    Executable code to load operating system 
·    Space for partition table information, including 
·          Partition id or type 
·          Starting cylinder for partition 
·          Number of cylinder for partition 

  

When a system boots, a search for code that can start an operating system is made from 
a list of devices ( e.g. CD-RM, Floppy, Hard drive ) as defined in the BIOS. The first 
executable code found is used. Most often, a system boots from a hard drive attached to 
the system main board, and from the code found at at the first sector, of the first 
cylinder – the Master Boot Records, or MBR – of the drive. The executable code is 
called a boot loader.  

There are many boot loaders : their function is the same, but their interfaces and 
capabilities differ. The original MS-DOS boot loader has limited capabilities and is 
only capable of booting Microsoft DOS and older version of the Windows operating 
system. Other boot loaders such as the one used by Microsoft Windows NT / 2000, or 
GNU GRUB ( GRand Unified Boot loader ) are more flexible, and can accommodate 
systems configuration to run more than one operating system. Note that boot loaders do 
not load more than one OS at a time. Even on “multi-boot” systems. 

Primary Partitions 

In the addition to the boot loader describes above, the MBR contains a structure 
describing the hard drive partitions. IDE drives on Linux use legacy structure to 
describe four primary partitions, with provision for an extended partition and its “ 
logical” partitions. Each partition, described by its size – in sector, blocks, or cylinders 
– and its offset from the “zeroth” cylinder, has a type which is also stored in this MBR 
structure. Linux- specific partitions would normally be one of the following types : 

0 x 5 ( 0 x f )  --- Extended  / 0 x 82 --  Linux Swap / 0 x 83 – Linux / 0 x 8e –Linux 
LVM / 0 x fd – Linux RAID auto 
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Disk Partitioning 

· An extended partition points to additional partition descriptor 
· Total maximum number of partitions supported by kernel : 
·      63  for IDE drives 
·      15  for SCSI drives 
· Why partition drives ? 
·      Containment , performance, quotas, recovery 

 

Extended Partitions and Logical Partitions 

If one of the primary partitions is marked as Extended ( type ‘0 x 5’ ) or Win95 
Extended ( type ‘0 x f’ ), then the first sector of the partition described by the entry will 
contain another block of partition descriptors. These descriptors define partitions 
known as logical partitions. Use of logical partitions is a work-around for limitations in 
the legacy, Microsoft DOS-based partition table structure. Logical partitions permit the 
definition of more than four partitions per drive. While the PC partition specification 
does not impost a limit on the number of logical partitions, the kernel does. 

Partition Limits 

The Linux kernel is designed with specific device numbers, the numeric “names” of the 
devices driver for a given device. This allocation of device and number supports a 
maximum of 63 total partitions on each IDE disk, with one partition assigned one 
device number. On SCSI disks, the maximum number of partitions supported is 15, 
again due strictly to device number allocation. In order to operate on higher-numbered 
partitions, you may need to create the appropriate device files manually, refer to man 
and info pages for mknod for details. 

Why Partition ? 

Unix best practices suggest that we should partition our disks for many reasons. By 
creating a separate filesystem we can contain applications and users to that filesystem. 
If  it fills up because of security breach or user demand, the rest of the operating system 
is more insulated from the issue. Separate partitions improve performance by keeping 
data together which reduces disk head seek. If you would like to use quotas, they are 
enabled at the filesystem level. Also partitioning eases backup and recovery. If your 
application and its data are on separate filesystems, the operating system can be 
upgraded or reinstalled without having to restore the data from elsewhere. 
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Managing Partitions 

· Create partitions using : 
·        fdisk  
·        sfdisk 
·        GNU parted – Advanced partition manipulation                       

(create, copy, resize, etc.) 
· partprobe  - reinitializes the kernel’s in memory version of the 

partition table. 

 

Partitioning Tools 

fdisk  - the most commonly used  partitioning program. It has the advantage that it has 
some support for BSD disk labels and other non-DOS partition tables. 

sfdisk – more accurate than fdisk as well as more flexible. It can be used non-
interactively ( i.e in a script ) 

GNU parted – After installation you may need a program for creating, removing, 
resizing and copying partitions containing file systems. It manages these tasks for a 
variety of filesystem types. 

partprobe – At system bootup, the kernel makes its own in-memory copy of the 
partition tables from the disks. Most tools like fdisk edit the on-disk copy of the 
partition tables. To update the in-memory copies, run partprobe.  
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Managing Data: Filesystem Creation 

· mkfs 
· mkfs.ext2, mkfs.ext3, mkfs. minix, mkfs. msdos 
· Specific filesystem utilities may be called directly  mke2fs   

[options] device 

 

 

 

Journaling for ext2 filesystems: ext3 

· ext3 is essentially an ext2 filesystem that uses a journal for file 
transaction atomicity. 

· ext3 filesystems can be created natively or easily converted from 
ext2 

· ext3 has three journaling modes : 
·         ordered – the default, journal only meta-data 
·         journaled – journals data as well as meta-data 
·         writeback – journal updates are not atomic, but gives better 

performance at possible expenses of data integrity. 
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