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UNIX History

e Firstversion created in Bell Labsin the year 1969.
e AT & T license source codefor low cost
e Many UNIX “flavours’ emerged

Unix

Unix was originally developed for internal use at AT & T by researchers Ken
Thompson and Dennis Ritchie. AT & T license the source code widely allowing many
companies to modify and produce UNIX like operating system. As AT & T held the
UNIX name, other companies had to create their own names to brand the modifications
and additions they had made. AIX from IBM, HP/UX from Hewlett-Packard, SunOS
from Sun and IRIX from Silicon Graphics.

Unix Flavours
These many flavours of UNIX operates in a similar manner. At the shell prompt most

offer the same standard utilities and commands. Only the parameters of the commands
vary from system to system.
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UNIX Principles

Everythingisafileincluding hardware

Configured datastored in text

Single purpose small programs

Avoid captive user interfaces

Ability to chain programs together to perform complex tasks

Unix system have many powerful utilities designed to create and manipulate files. The
UNIX security model is based around the security of files. One can secure access to
hardware as well as a document in the same way.

Text is a universal interface, many UNIX utilities exist to manipulate text. Storing
configuration in text allows an administrator to move a configuration from one machine
to another easily. There are severa revision control applications that enable an
administrator to track which changes was made on a particular day and provide the
ability to roll back a system configuration to a particular date and time.

Unix provides many small utilities that performs one task very well. The general
philosophy isto create a new program when new functionality is required.

Interactive commands are rare in UNIX. Most commands expect their options and
arguments to be typed on the command line when the command is launched. The
command completes giving output or error messages and quits.

A core design features of UNIX is that the output of one program can be the input for

another. Hence gives the user flexibility to combine many small programs together to
perform alarge complex task.
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GNU Project / FSF

GNU Project started in the year 1984

GNU Project goal —to create “free” UNIX clone

Free Software Foundation

Non-profit organization that managesthe GNU project

The term “free software” does not refer to the cost of the software but the end user has
freedom to modify and change the program.

GPL — GNU General Public License

Primary licensefor Open source software
Encouragesfreesoftware

All enhancement and changesto GPL software must also be GPL
Oftencalled“ copyleft”

Most of the utilities and applications included with Linux are also covered by GPL
except the X Window System which has its own Terms and Condition.

A few applications have their own licensing agreement, which must be agreed to before
they can be used

All of the software contained in Linux is free for end users. However, if oneis

going to develop commercial applications or redistribute some of the software in the
distribution, read the appropriate licenses and agreement.

-14-



LINUX Origins

e Linus Torvalds— college student in the year 1991
e Created Linux kernel

e \When Linux kernel combined with GNU applications,
complete free UNIX-like OS possible

Why LINUX

e Fresh implementation of UNIX APIs

e Open source development model

e Supports wide variety of Hardware

e Supports many networking protocols and configurations
Fully supported

Linux is similar to UNIX as various UNIX versions are to each other. Conceptualy,
anything that can be done with another version of UNIX can be done with Linux
operating system, although the means may vary slightly.

Linux is amulti-user and multi-tasking operating system. One person can logged on to
the same system. A user can execute more than one program at the same time.

linux supports most pieces of modern x86-compatible PC hardware.

linux is a fully supported distribution, Inc. provides many support programs
for smallest to the largest companies.
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Red Hat Enterprise Linux

A distribution of Linux

Custom version of recent Linux kernel
Utilitiesand applications

Installation and configuration software
Support available

Recommended Hardware Specifications

e Pentium Pro or Better with 256 MB RAM or 64 — bitintel / AMD
with512 MB RAM

o 2-6 GB disk space

e BootableCD

e Other processor architecture supported like itanium 2, IBM Power
IBM mainframe

Linux can run on very modest hardware such as 386 processors with only few MB of
RAM. Enterprise Linux, however, is optimized for more powerful hardware. The
code shipped on LINUX is compiled for Pentium Pro or better processors andwill not
run on older CPUs.

In some cases, warning or error messages may appear during the installation process
telling the user that the hardware setup is either unsupported or just not compatible.

For systems incorporating the X Windows system GUI, a mouse is aso required and
system that are part of network will need a network card and / or modem.

The recommended hardware required by LINUX is relatively minimal, but it is
important to consider the task in hand.
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Local Logins

e Textmodelogin at virtual console
e Graphical login

Access to a system requires authentication. The most common method used to
authenticate a user is a “login” process, by entering a valid user name and password.
When logging in at the system console, you are presented either a text-based or
graphical login. If either is entered incorrectly, your login will be rejected. If both are
entered correctly, you will belogged in.

Virtual Console

e Multiplenon-GUI logins are possible through the use of virtua
consoles

e Thereareby default 6 available virtual console
e Availablethrough CTRL-ALT-F[1-6]

e If Xisrunning, itisavailableasCTRL-ALT-F7

The virtual consoles enable a user to have multiple logins even when not using a X
window system. They provide full screen, non-GUI access to the system. The virtual
console available through CTRL-ALT-F7 runs the X window system when X is
running.

One can scroll at the virtual consoles by using SHIFT-PAGEUP and SHIFT-

PAGEDOWN. The scroll buffer is stored in video memory, so if you run a graphical
program such as X, the scroll buffer islost.
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Changing Password

e Passwords should be changed after first login
e From Gnome' sapplication menu, choose Preferences/ Password

e Fromaterminal, use passmd

Valid password should adhere to the following rules

At least 6 but no more than 255 characters
Contain at |east one non-alphanumeric character
Not be based on adictionary word

Not be similar to the current password

Not be similar to the login id

Passwords are case sensitive

Chapter 1 —Handson Lab
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CHAPTER 2
Running Commands and Getting Help
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Running Commands

e Commandshavethefollowing syntax: command [options]
[arguments]

e Eachitemisseparated by a space
e Optionsmodify thecommand’ sbehaviour

e Argumentsarefilenamesor other data needed by the command

Some Simple Commands

e (date—display dateandtime

e cd —display calendar

date prints the system time and date. The format is configurable via an optiona
formatting string

ca printsan ASCII calendar of the current month. When given a single numeric

argument, cal will give acalendar for the given year. We have to use four digit year in
calendar command.
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Getting Help

Many levelsof help
whatis
<command> --help
man and info
documentation

The whatis Command

e Displaysshort descriptions of commands
e Usesadatabasethat isupdated nightly
e Often not availableimmediately after installation

The whatis tool provides an easier way of getting a quick explanation of what another
command does.

Whatis accepts the name of another command as its only argument. It then searches for
the given command name in the database of short description. If it finds a match, the
description is printed to your screen. Along with the description, whatis prints the
command’ s name and a number in parenthesis. This number represents the “chapter” of
the Linux manual where more through documentation can be found.

The database that whatis uses is regenerated automatically every night. This means that
on newly installed system whatis will not work at first because the database does not
exist. One can generate a database without waiting for the automatic update by asking
an administrator to log in and run makewhatis as root.
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The --help Option

e Displaysusage summary and argument list
e Used by most, but not al, commands

Just knowing what a command does isn’'t always enough. In order to use a command
effectively you need to know what options and arguments it accepts and what order it
expects them ( the “syntax” of the command ). Most command have a—help option.
This causes the command to print a description of what it does, a “usage statement” that
describes the command’ s syntax and alist of the optionsit accepts and what they do.

Reading Usage Summaries
Usage statements has some basic conventionslike —

1. Anythingin straight braces([]) isoptiona

2. Anythingfollowed by “...” represents an arbitrary-lengthlist
of that thing

3. If you see multiple options separated by pipes (|) it means
you can use one of them

4. Textinstraight brackets (<>) representsvariable
data. So <filename> means*“insert thefilename you wish
touse here’.
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The man Command

Provides documentation for commands
Almost every command hasaman “page”
Pages are grouped into “ chapters’
Collectively referred to asthe Linux Manual

Almost every command ( as well as most configuration files and several developer’s
libraries) ona Enterprise Linux system has an associated man page, which
provides through documentation that the —help option. Man pages normally contains
sections discussing the following aspects of acommand’ s usage:

Its NAME and a short description of what it does

A SYNOPSIS of its usage, including available switches
A longer DESCRIPTION of the command’ s functionality
A switch-by-switch listing of its OPTIONS

Any FILES associated with this command

Any known BUGS in the command

EXAMPLES, showing how to use the command

A SEE AL SO section for further reference

The collection of al man pages on a system is called the Linux Manual. The Linux
Manual is divided into sections, each of which covers a particular topics, and every
man page isassociated with exactly one of these section,. The sections are—

User command
Systemcalls

Library calls

Specid files

Fileformat

Game

Miscellaneous
Administrative commands

O~NOOUT A~ WNPE
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Navigating man Pages

Whileviewing aman page -

e Navigatewith arrows, pgUp, pgDown

o /<text> searchfor text

e n/N Next/Previous match

e ( Quit viewing page
SearchingtheManual -

e man—k <keywords> List all matching pages

o Useswhatisdatabase

The info Command

Similar to man, but often more in-depth
Runinfowithout argsto list all pages
Info pages are structured like web site
Each pageisdivided into “nodes”
Linksto nodes are preceded by “*”

info [<command>]

Many commands, notably the GNU utilities, include an info page to supplement, and in
some cases replace their man pages. While man pages are of quick references, info
pages are often much more verbose and go into more details.
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Navigating info Pages

Whileviewing aninfo page
e Navigate with arrows, pgUp, pgDown

o Tab Move to next link

e Enter Follow link the cursor ison

e n/plu View next / previous/ up-one node
o g<text>]  Searchfor text ( default: last search)
e ( Quit viewing page

To follow a link within an info page, simply position your cursor over the link and
press Enter. Y ou can navigate using the arrow keys or jump from link to link with the
Tab key. At the top of your screen you will see text indication the name of your current
node, the next and previous nodes in the tree and the node directly “above’ the current
one, usually the node you linked from. You can reach these by pressing the n, p or u

keysrespectively.

To search the text of the current node, press the “s’ key, type the term you are looking

for and press Enter.

Extended Documentation

e The /usr/share/ doc directory
o Subdirectoriesfor most installed packages
e Location of docsthat don’'t fit elsewhere

Exampleconfigurationfiles
Html/pdf/ps documentation
License details
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Red Hat Documentation

Availableon docs CD or website
e Instalationguide

Introduction to System Administration

System administration guide

Reference Guide

Security Guide

Step-by-Step Guide

Chapter 2 —Handson Lab
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CHAPTER 3
Browsing the Filesystem
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Linux File Hierarchy Concept

Filesand directories are organized into asingle-rooted inverted tree
structure, including distinct physical volumes such asfloppy disks,
CD-ROM S and multiple hard drives

The base of theinverted-tree hierarchy isknown asroot or / -the
top of thefile structure.

Filesystem beginsat the“root” directory, represented by alone“/”
(forward slash) character

Names are case-sengitive
Paths are delimited by “/”

.. refersto the parent directory of any particular directory —onelevel
upinthefilehierarchy.

. refersto the current directory

Files and directories whose names begin with a. are hidden —
that is, they are not displayed by default in the filename listings.
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Some Important Directories

e Thehomedirectories
[root, /home/<username>

e Thebindirectories
/bin, /usr/bin, / usr/local/shin
/shbin, /usr/shin, /usr/local/shin

e Foreignfilesystem mountpoints
/media and /mnt

Every user on a Enterprise Linux system has a home directory. This is a directory
owned bty the user, over which he has complete control. All of the user’s personal files
go here, as well as any user-specific configuration files. In some cases, entire
applications can be installed here if they are only for use by that user. When a user logs
in, he beginsin his home directory. Root’s home directory is/root. Most non-root home
directories are in the /home tree, usually named after the user. So the home directory for
user public would be /home/public/

Programs are often referred to as “executables’ or “binaries’. Some binaries are meant
for day-to-day use by all users while others, caled “system binaries’, are used for
system administration and are often restricted to use by the root user. The essential
binaries necessary to boot and maintain the system reside in / bin for regular binaries
and / shin for system binaries. Non-essential binaries, such as graphical environment,
web browser, office tolls and so forth, are installed in /usr/bin and /usr/sbin. The reason
for this split is to minimize the size of the root partition. On a newly installed system
there will aso be /usr/local/bin and /usr/local/sbin directories, but they will be empty.
Third party software installed by the administrator, such as software compiled from
source code, will usually go in these directories. This makes it easier to back up
software that is not of part of LINUX when wiping and re-installing a system.
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When removal media, such as a cdrom or floppy disk, is loaded the filesystem on the
media is “mounted” into subdirectory of /media. For example, a cdrom would usually
be mounted under /media/cdrom and you would access that directory whenever you
wanted to read afile from the cdrom. Before gjecting the cd, / media/cdrom would have
to unmounted. Filesystems that are on non-removal media but are not part of the
LINUX hierarchy are usually mounted under /mnt. For example, if your system dual
booted with another OS like Fedora Core, then the other OS's partition could be
mounted under /mnt/fedora/

Other Important Directories

o Jetc - System configurationfiles
e /tmp - Temporary files

e /boot - Kernel and bootl oader

e /varand/srv - Server data

e /procand/sys - Systemlnformation
o thelibrary directories
Nlib, /usr/lib, /usr/local/lib

It is important to remember that on LINUX system amost everything is configured
by variables set within plain-text configuration files. Most of these files are stored
in the /etc directory and its subdirectories. In general only root may modify these
files. Users can override system defaults with configuration files stored in their
homedirectories.

The /tmp directory is world-writable. In other words, any user can add files to this
directory. It is usually used by applications for storing temporary data. Once a day
the system automatically deleted any files over seven days old in /tmp and its
subdirectories.
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The first component of LINUX to be loaded at boot time is a special program called
a “boot loader”. The boot loader isin charge of loading the core of LINUX, called
the kernel, into memory. The boot loader, kernel and supporting files such as the
boot loader’ s configuration files, are stored in / boot.

The /var directory contains regular-changing system files such as logs, print spools
and email spools. It is also used for files being made available by services. For
example, if you run a web server the html files being made available will usually
residesin a sub directory of /var/www. In the future, server data such as this may be
moved to the /srv directory so that /var only contains logs, spools and so forth.

One very valuable resource for learning more about aLINUX system is /proc
directory. Thefiles in this directory do not take up space on any disk. Instead they
are generated in the RAM and updated in real-time to represent information about
processes, hardware properties and kernel settings. The /sys directory contains
similar information.

The lib directory contains libraries that provide shared code used by many Linux
applications. These libraries make devel oping and updating software easier.

Current Working Directory

« Each shell and system process has a current working directory (
cwd)

e pwd - displayesthe absolute path to the current directory ( the
shell’s cwd)
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File and Directory Names

e Namesmay be up to 255 characters

e All charactersarevalid, except the“/”

e It may beunwiseto use certain special charactersin
fileor directory name

e Namesarecasesensitive

e Some characters should be protected with quoteswhen
referencingthem

Absolute Pathnames

e Absolute pathnames begin with aslash (/)
e Complete“road map” tofilelocations
e Can beused anytime you wish to specify afile name

The location of adirectory or file can be specified by either of two methods: by its
absolute pathname or its relative pathname.

An absolute pathname begins with a slash (/). It contains the name of each directory
that must be traversed from the root file system, in order, to reach the object being
named, for example

/usr/share/doc/HTML/index.html

The absolute pathname specifies a“road map” from the root of the filetreetoits
location in thefile system.
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Relative Pathnames

« Relative pathnames do not begin with (/)
o Specifieslocation relativeto your current working directory
e Can beused as ashorter way to specify afile name

A relative pathname does not begin with a slash. It contains the name of each
directory that must be traversed from the current directory to reach the object
being named.

Changing Directories

e cdchangesdirectories
e Toanabsoluteor relative path:
$cd /home/public/work
$cd project/docs
e Toadirectory onelevel up:
$cd..
e Tohomedirectory
$cd
e Toyour previousworking directory:
$cd-

Listing Directory Contents

e Liststhe contentsof the current directory or aspecial directory

e Usage:
Is [options] [files_or_directories]
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Copying Files and Directories

cp —copy filesand directories
Usage
cp [optiong] file destination
More than one file may be copied at atimeif the destinationisa
directory
cp [optiong] filel file2 destination

Copying Filesand Directories: Destination

If the destination existsand isadirectory, the copy is placed there
with the same name

If the destination exists and isfile, the copy overwritesthe
destinationfile

If the destination does not exist, the copy is created with that name

Moving and Renaming Files and Directories

mv - move and /or renamefiles and directories

Usage

mv [options] filedestination

More than onefile may be moved at atimeif the destinationisa
directory

mv [options] filel file2 destination
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Moving and Renaming Files
and Directories : Destination

If the destination existsand isadirectory, the sourcefile or
directory ismoved there with the same name

If the destination exists and isafile, the source fileismoved to
that filename, overwriting thefile

If the destination does not exists, the sourcefileor directory is
renamed with that name

Creating and Removing Files

rm - removefiles

Usage:

rm [optiong] filenames ....

-1 interactive

- I recursive

-f force

touch — create empty files or update fil e timestamps

Creating and Removing Directories

mkdir - makeadirectory
rmdir - remove an empty directory
rm -r -recursively removeadirectory and al of its contents
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Using Nautilus
e Gnomegraphical filesystem browser
e Canrunin®“Spatia” or “ Browser” mode
e Accessedvia...
Desktopicons
e Home: Your homedirectory

e Computer : Root filesystem, network resources and removal
media

Nautilus is graphical filesystem browser provided as part of the Gnome graphical
environment. While managing files from the command line can be more versatile and
powerful, many people consider a graphical interface more intuitive. Nautilus can run
in two modes.

“Spatial” mode is designed to be the most intuitive for new users and the smplest in
terms of user interface clutter. Windows have a very basic layout with no toolbar and
when adirectory is double clicked it opensin its own window. A menu in the lower-left
of each window allows the user to list and select parent directories of the one being
currently displayed. Typing ctrl-shift-w closes all parent windows.

“browser” mode is a more tradition file manager interface with a side pane on the left
that can display file details, a filesystem tree, or even notes the user has taken about the
contents of adirectory.

Nautilus can be started in browser mode by selecting “ File Browser” from the
“Applications” menu in the upper-right corner of your Ghome desktop.

Moving and Copying In Nautilus

Determining File Content
Viewingan Entire Test File

Viewing Text Page by Page

Chapter 3—Handson Lab
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CHAPTER 4 - The bash Shell
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bash Introduction

“Bourneagain shell”

Successor to sh, the original Unix shell
Developed for the GNU project
Thedefacto standard Linux shell

Backward-compatiblewith Bourne shell (sh) —the original (
standard) UNIX shell

bash Heritage and Features

Bourne Again Shell (bash)

Implementsmany of the best featuresfrom earlier shells:
gh, csh, ksh tcsh

Command linecompletion

Commandlineediting

Commandlinehistory

Sophisticated prompt control
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Command Line Shortcuts : File Globbing

Globbingiswildcard expansion

* - matches zero or more character

? —matchesany singlecharacter

[a-z] - matchesarange of character
["az] - matchesall except therange

Command Line Shortcuts: The Tab Key

Type<TAB>to completecommand lines:

For the command name, it will complete acommand name
For an argument, it will complete afile name

Examples:

$xte<TAB>

$xterm

$ls myf<TAB>

$Is myfile.txt
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Command Line Shortcuts: History

bash stores a history of commandsyou have entered, which
can be used to repeat commands

Use history command to seelist of “remembered’” commands

$ history

Command Line Expansion: Tilde
Tilde(~)
May refer to your home directory
cat ~/.bash_profile
May refer to another user’ shome directory
$ls~public/public_html

Command Line Expansion: Variable And String

Parameter / Variable: ($)

e Substitutethevaueof avariablein acommand line

$cd SHOME/public_htm

Curly braces: { }

A string iscreated for every patterninside the braces regardliess
if any file exists

$rm hello{c,0}
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Command Line Expansion : Command and Math

Command output —* * or $()

Substitute output from acommand in acommand line

$echo “Hostname: ‘ hostname’”

Arithmetic -9 ]

Substitute result of arithmetic expressioninacommandline
$echo Area: § $X*$Y]

Protecting From Expansion : Backslash

Backdash (\) isthe escape character and makes the next
character literal
Used aslast character on lineto “ continue command on next line”
$ echo “Thislong sample string will be echoed \
> pack asoneline’
Thisvery long sample string will be echoed back asoneline.

Protecting From Expansion : Quotes

Quoting preventsexpansion

Singlequotes(*) inhibit all expansion

Double quotes () inhibit all expansion, except :
$ (doller sign), variable expansion

* (backquotes), command substitution

\ ( backslash ), single character inhibition

I (Exclamation point ), history substitution
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History Tricks

Use the up and down arrow keysto scroll through previous
commands

Type <CTRL-R> to search for acommand in command history

Torecall last argument from previous command
<ESC>. (the escape key followed by aperiod)
<ALT-.> ( hold down the alt key while pressing the period)

Command Editing Tricks

<ctrl-a> movesto beginning of line
<ctrl-e> movestoend of line

<ctrl-u> deletes to beginning of line
<ctrl-k> deletestoend of line
<ctrl-arrow> movesleft or right by word

Command Editing Tricks : Editing Modes

By default, bash uses emacs-style keybindingsfor command
editing

Typeset —0 vi to change keybinding to vi —style

Make vi the default by adding the command aboveto
$SHOME/.inputrc
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Gnome — Terminal

o Applications/System Tools/Terminal
o Graphical terminal emulator with support for maintaining
multiple“ tabbed” shellssimultaneously

e <ctrl-shift-t> Open anew tab
o <ctrl-PgUp/PgDn> Next / Prev tab
e <ctrl-shift-c/v> Copy / Paste

Chapter 4 —Handson Lab
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CHAPTER 5
Standard 1/O and Pipes



Standard Input and Output

Linux providesthree |/O Channelsto processes
Standardinput — keyboard is default
Standard output — terminal windowsisdefault

Standard error —terminal windowsisdefault

Redirecting Input and Output

Standard Input, Output, and Error can be reconnected to
alternatelocations

Shell redirection operators alow standard 1/0O channelsto be
redirected to/from afile.

Pipes allow standard 1/O channelsto connected to the input or
output of programs
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Redirecting Output

e Inorder to study redirecting standard output and error, we will
usethefind command.
find /etc —name passwd

e Thiscommand will searchfor all filesnamed passwd in/etc
and itssubdirectories

e By default both the standard output and standard error are
displayed on the screen

Example —

$find /etc -name passwd
/etc/passwd

find: /etc/default: Permission denied
/etc/pam.d/passwd

Redirecting Standard Output

e Redirect standard output with >
e Standard error is still displayed on the screen

Example -

$find /etc -name passwd > findresult
find: /etc/default: Permission denied
$ cat findresult

/etc/passwd

/etc/pam.d/passwd
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Overwriting or Appending

If thetarget file of fileredirection with > already exists,
theexisting filewill be overwritten
To append datato an existing file, use >> to redirect instead of >

Redirecting Standard Error

Redirect standard error with 2>

Example: redirect standard error to afile:

Find /etc —name passwd 2> finderrors

Standard output is displayed on the screen

Redirect further standard output error, appending to the samefile,
with 2>>

Redirecting Both Standard Output and Error

Redirection of standard output and standard error can be
performed simultaneously

find / -name passwd 2> errs > results

Each I/0O channel can beredirected to different files, or
tothesamefile:

find / -name passwd > aloutput 2>& 1(or)

find / -name passwd & > all output
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Redirecting Input

e Redirect standard input with <
e Some commands only operate on standard input

Using Pipesto Connect Processes

e Pipes(the| character) let you redirect output from one command to become
the input to another command
$ls Jusr/lib | less

e Can create pipelines — powerful feature of Linux
$cut —f1—d: passwd | sort —r | less

Useful Pipe Targets

e |essdisplaysinput one pageat atime
Is— |less

e mail sendsinput viaemail
Is— | mail —s* files” public@example.com

tee

e Letsyouteeapipe: redirect output to afile whilestill piping it to
another program
$ set | tee set.out | less
In example, output from set iswritten to afile set.out while also
being piped to less

Chapter 5 —Handson Lab
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CHAPTER 6
USERS, GROUPS, AND PERMISSIONS
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The Linux Security Model

Users and groups are used to control access to files and resources
Userslog in to the system by supplying their user name and
password

Every file on the system is owned by a user and associated with a
group

Every process has an owner and group affiliation, and can only
accessthe resourcesitsowner or group can access

Users

Every usersof the system isassigned aunique User ID number
(theuid)

User’ snames and uids are stored in /etc/passwd

Usersare assigned ahome directory and a program that isrun
when they login (usually ashell )

Users can not read,write or execute each other’ sfileswithout
permissions

Groups

Usersare assigned to groups with unique group |D numbers
(thegid)

gidsare stored in /etc/group

Each user isgiven their own private group

They can also be added to other groupsto gain additional
access

All usersin agroup can sharefilesthat belong to the group
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The Root User

Theroot user: aspecial administrative account
Sometimes called the superuser

Root has complete control over the system

Normal (“unprivileged”) users' potential to do damages
islimited

Linux File Security

Every fileand directory has permissions set that determine
who can accessit

Permissionsare set for :

The owner of thefile ( called the“user” )

The group members

All others

Permissionsthat are set are called read, write and execute
permissions

Permission Types
Four symbols are used when displaying permissions:
r -permissiontoread afileor list adirectory’s contents

w -permission to writeto afile or create and removefiles
from adirectory

X - permission to execute aprogram or changeinto a
directory and do along listing of the directory

- -nopermission (in place of ther, w, or X )
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Examining Permissions

Filepermissions may beviewed using Is
$Is-l /bin/login
-rwxr-xr-x  1root root 19080 Apr 1 18:26 /bin/login

Filetype and file access permissions are symbolized by a 10-
character string

Interpreting Permissions
-rwxr-xr-X 1 andersen trusted 2948 Oct 11 14:07 myscript

Characters 2.3 and 4 identify permissionsfor the owner, Andersen
Character 5.6 and 7 idenfy permissions for members of the group,
trusted

Characters 8,9 and 10 identify permissionsfor al others

Examining Directories

Thefirst character inthelong listing distinguishes directories (d)
fromregular files(-)
Other filetypesindicators exist

Linux Process Security

When a process accesses a file the user and group of the
process are compared with the user and group of thefile
If the user matches the user permission apply

If the group matches, but the user does not, the group
permissionsapply
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If neither match, the other permissions apply

Changing Permissions — Symbolic Method

To change access modes:

chmod [-R] modefiles...

Wheremodeis:

u,goro for users, group and other

+or- for grant or deny

r,worx forread, write and execute
Examples:

ugo+r Grant read accessto al

0-WX Deny write and execute to others

Changing Permissions — Numeric Method

Uses athree-digit mode number

First digit specifiesowner’ spermissions
Second digit specifiesgroup permissions
Third digit represents other’ s permissions
Permissionsare cal culated by adding:

4 (forread)

2 (for write)

1 ( for execute)

Example;

chmod 640 myfile
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Changing Permissions — Nautilus

e Nautilus can be used to set the permissions and group membership
of filesand directories

In aNautiluswindow, right-click on afile

Select “ Properties’ from the context menu

Select the“Permission” tab

“Text view” and “Number view” of the permissions are updated as
you make changes

Chapter 6 —Handson Lab
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CHAPTER 7
vi & vim Editor Basics
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Overview of vi & vim

e Vvi—the“visua editor”, standard Linux and Unix editor
e vim - the“vi improved” editor, standard editor
e On OS, the vi command invokes vim

Sarting vi & vim

e Tostart vim: vi filename

o |If thefileexists, thefile opened and the contents are displayed

o If thefiledoesn't exist, vi createsit when the edits are saved for the
firsttime

e Touseviinstead —unaliasvi OR, \v

Three Modes of vi & vim

Command mode
Cursor movement
Change, delete, yank, put, search
Insert mode
Typein new text
Return to command mode with <ESC>
ex mode
Configuring, existing, saving
Search andreplace
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Chapter 7 —Hands on Lab :-
Cursor Movement

Entering Insert Mode
Leaving Insert Mode: Esc
Change, Delete, and Y ank
Put (paste)

Undoing Changes
Searching for Text
Command-Mode Tricks

Saving and Exiting: ex mode
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CHAPTER 8
The Linux Filesystem In-Depth

- 58 -



Partitions and Filesystems

e Disk drivesaredivided into partitions
e Partitionsareformatted with filesystems, allowing user to storedata
o Default filesystem: ext3, thethird extended Linux Filesystem

e Other commonfilesystems:
Ext2 and msdos —typically used for floppies
1509660 — typically used for CDs

Inodes

e Aninodetablecontainsalist of al filesin ext2 or ext3 filesystem

Aninode (index node) isan entry in the table, containing
information about afile (the metadata), including:

Filetype, permission, link count, UID, GID
Thefile ssize and varioustime stamps
Pointersto thefile sdata blocks on disk
Other data about thefile

Directories

e Thecomputer’ sreferencefor afileistheinode number

e Thehuman way to reference afile by file name

e A directory isamapping between the human namefor thefile and
the computer’ sinode number
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cp AND inodes

The cp command :
Allocatesafreeinode number, placing anew entry in the inode table

Createsadirectory entry, referencing the fileshuman file nameto
theinode number

Copiesdataintothenew file
mv AND inodes

If the destination of the mv command ison the samefile system as
the source, the mv command:

Creates anew directory entry with the new file name

Deletesthe old directory entry with the old file name

Has no impact on the inode table ( except for atime stamp ) or
the location of dataon the disk

rm AND inodes

The rm command

Decrements the link count, thus freeing the inode number to be
reused

Places data blocks on the free list

Removes the directory entry
Dataisnot actually removed, but will be overwritten when the data
blocks are used by another file
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Symbolic (Or Soft) Links

A symbolic link pointsto another file
Syntax : In—sfilename[linkname]

Hard Links

One physical file on thefilesystem

Each link referencesthefile sinode

Fileispresent in the filesystem aslong as at |east onelink remains
Can not span drives or partitions

Syntax : In filename [linkname]

The Seven Fundamental Filetypes

- regular file

d directory

| symboliclink

b block special file

c character specid file
p named pipe

s socket
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Checking Free Space

df - Reportsdisk space usage
Reportstotal kilobytes, kilobytes used, kilobytesfree per file
system
- hdisplayssizesin easier to read units
du - Reportsdisk space usage
Reports kilobytes used per directory
Includes subtotal s for each subdirectory
-soption only reportssingledirectory summary
Also takes—hoption

Removable Media

“Mounting” means making aforeign filesystem look like part of the
main tree

Before accessing, mediamust be mounted

Before removing, mediamust be unmounted

By default, non-root users may only mount certain devices ( cd,
dvd, floppy, usb, etc)

Mountpointsareusually under /media

Mounting CDs and DV Ds

Automatically mountedin Gnome/KDE
Otherwise, must be manually mounted
CD/DVD Reader
mount /media/cdrom
CD/DVD writer
Mount /media/cdrecorder
gect command unmounts and g ect disk
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Mounting USB Media

Dectected by kernel asscsi devices
/dev/sdax
Automatically mounted in Ghome/KDE
|con created in computer window
Mounted under /media/<Device ID>
Device ID is built into device by vendor

Mounting Floppy Disks

Must be manually mounted and unmounted
M ount /media/floppy
unmount /media/floppy

DOS floppies can be accessed with mtools
Mounts and unmounts device transparently

Uses DOS naming conventions
mdir &
mcopy /home/file.txt a:

Formatting Floppy Disks

two types of format needed to prepare afloppy

A low level format ( rarely needed )
fdformat /dev/fdOH1440

A filesystem, oneof :

mkfs —t ext2 /dev/fdO

mke2fs /dev/fdO

mkfs—t vfat /dev/fdO

mformat a:
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Why Archive Files?

Archiving placesmany filesinto onetarget file
Easier to back up, store, and transfer
tar - standard Linux archiving command

Creating An Archive

Syntax

tar cvf archive_namefiles....

C createsanew archive

v produces verbose messages

f archive_nameisnameof new file
Options do not need aleading dash

Inspecting Archives

Syntax

tar tf archive_name.tar
tar tvf arcive_name.tar
First formdisplaysalist of al filesin thearchive

Thev causesalong listing (like“ls-I") of each fileinthearchive

Extracting an Archive

Syntax

tar xvf archive_name.tar

The archive will be extracted in the current directory

Changeto thetarget directory first

Filesmaintain their hierarchy relativeto the current directory
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Why Use File Compression?

Resultsinsmaller filesize

Text files can be compressed over 75%

Binary filesusually don’t compress much, if any
tar archives are often compressed

Compression Utilities

gzip, gunzip
Standard Linux compression utility
Up to 75% compression for text files
bzip2, bunzip2
Newer Linux compression utility
Generally archives better compression than gzip

Using Compression

Samplecompression commands
gzip termcap
gzip -vtermcap
gunzip -ctermcap.gz |wc -
gunzip termcap.gz

Compressing Archives

Often tar archives are compressed

tar can compress/ uncompressarchive

Compression switches —use during creation and extraction
z for gzip compression / j for bzip2 compression
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CHAPTER 9

CONFIGURING THE BASH SHELL
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Configuring the Bash Shell

The shell isconfigured through avariety of mechanisms
Local variables
Aliases and functions
The set and shopt commands

The shell can aso configure other commands or applications
through environment variables

Variables

A variableislabel that hasavalue

Used to configure the shell or other programs

Variables are resident in memory

Two types: local and environment

Local variables are used only by the shell

Environment variables are passed onto other commands
Display variablesand valuesusing

set to display all variables

env to display environment variables

Configure the Shell : Local Variables

Datain shell scriptsand environment settings stored in variables
Conventionally all upper-case
Setting variablevalue
$FAV_COLOR=blue
Toretrievevariablevalue, use $ before variable name




$echo $FAV_COLOR
blue

Common Local Variables

HISTHILESIZE :- determines how many commandsto be saved in
the history file onlogout

COLUMNS:- setsthe width of theterminal
LINES:- setsthe height of the terminal

The PS1 Local Variable

PS1 setsthe prompt
Uses escape sequencesto insert variable information in the prompt

Aliases

Aliases|et you create shortcuts to commands
$adias dir="Is-laF
Useadliasby itself to see all set aliases
Usedliasfollowed by an aliasnameto see aliasvaue
$aliasdir
diasdir="Is—IsF

Other Shell Configuration Methods

L esscommon but powerful commandsto configure elements of the
shell :

set

shopt
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Configuring Commands. Environment Variables

Shell variablesexist only in current shell instance

Environment variabl es passed to subshells

Shell variables can be exported into environment
$EDITOR=/usr/bin/vim; export EDITOR

Common Environment Variables

HOME Pathto user’shomedirectory

LANG Identification of default language programs should use;
example:en_ US.UTF-8for U.S. English

PWD User’s current working directory

EDITOR Default editor programs should invoke for text editing
LESS Optionsto passto the lesscommand

The TERM Environment Variable

TERM environment variable setting the terminal type
reset command ( not variable) used to reset aterminal should
the screen become corrupted
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The PATH Environment variable

e PATH colon separated list of locations where commands can be
found

which command showing location in the PATH of an executable
$ which xterm
/usr/bin/xterm
Executabl e slocation may be specified:
/bin/ls /etc
Jmyls /etc

How the Shell Expands the Command Line

A simplification
Split the line into words
Function and alias expansion
Curly brace string expansion
Tilde expansion
Parameter and variable expansion
Split thelineinto words again
File glob expansion
Fileredirection
Run the command

Shell Startup Scripts

e Scriptsof commands executed at login
Usesinclude:

o Configurethe shell by setting local variables or running the set
OR shopt commands

e Configureother programsthrough environment variables

e Edtablishaliases

e Run programson startup
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Login Shells

Login shellsarefirst shells started (when youlogin)
Shdlslaunched from alogin shell typically are not login shells
Login shellsand non-login shellsrun different startup scripts

Startup Scripts. Order of Execution

Loginshells
/etc/profile
/etc/profile.d
~/.bash_profile
~/.bashrc
/etc/bashrc
Non-loginshells
~/.bashrc
/etc/bashrc
/etc/profile.d

/etc/profile

System-wide startup script

Parsed by all userswith Bourne-style shells, including bash and sh
Usually setsdefault PATH variable, user limits, and other variables
and settings

bash only sources/etc/profileif the shell isalogin shell

/etc/profiled

e Someapplication-specific startup scriptsin thisdirectory
e Scriptscalled by afor-loopin/etc/profile

-71-



e Scriptsset up variablesand run initialization procedures

~/.bash_profile and ~/.bashrc

e For user-specificsettings

e Common to place variable settings, aliases

e Commandsthat place output to the screen,such asthe date
command, should goin .bash_profile, not .bashrc

~/.bash _logout

Residesin homedirectory
Executed when exiting alogin shell
Useful for running programs automatically at logout
Exampleuses:
Make backups of files
Delete temporary files
Display date and time of logout

Chapter 9 —Hands On Lab
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CHAPTER 10 & 11

ADVANCED TOPICS IN USERS, GROUPS AND
PERMISSIONS / Advanced Vi/Vimand Printing
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User and Group ID Numbers

e User names map to user ID numbers
e Group names map to group |D numbers
e Datastored onthehard disk isstored numerically

/etc/passwd, /etc/shadow, and /etc/group files

Authentication informationisstored in plaintext files:
/etc/passwd
/etc/shadow
/etc/group
/etc/gshadow

System Users and Groups

e Server programs such asweb or print serverstypically run as
unprivileged users, not asroot

e Example — daemon, mail, Ip, nobody

¢ Running programsin thisway limitsthe amount of damage any
single program can do to the system

Changing Y our |dentity

e Tochangeyour password, run passwd
e Insecure passwordsarereected
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To start anew shell asadifferent user :
su
SJ —_
SuU username
SuU —username

User Information Commands

Find out who you are
whoami
Find out what groups you belong to
groups, id
Find out whoisloggedin
Users, who, w
Login/ reboot history
last

Default Permissions

e Default permissionfor filesis 666
e Default permissionfor directoriesis 777
umask is subtracted from default to determine new file/directory
permission
Non-privileged users' umask is002
Fileswill have permissionsof 664
Directorieswill have permissions of 775
root’ sumask is 022

Specia Permissions
e Specia permission : afourth permission set (in addition to

user/group/other)
e Applicableinfour cases:
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suid for an executable
sgid for an executable
sgid for adirectory
sticky bit for adirectory

Set with chmod or Nautilus

Special Permissions for Executables/ Directories

Special permission for executables
suid : command run with permissions of the owner of the
command, not executor of the command
sgid : command runswith group affiliation of the group of the
command
Special permissionfor directories
Sticky bit : filesin directories with the sticky bit set can only be
removed by owner and root, regardless of the write permissions of
thedirectory
sgid : files created in directories with the sgid bit set have group
affiliations of the group of the directory

Advanced Vi/Vim and Printing

File and Screen Repositioning

G gotolastlineinfile

1G gotofirst linein file ( any number can be given and cursor will
jump tothat line)

<ctrl-f> go forward one full screen

<ctrl-b> go back one full screen

<ctrl-d> go down half a screen

<ctrl-u> go up half ascreen

H gotofirst lineon screen ( high)

M goto middleline on screen ( middle)

L gotolastlineon screen (low)

Z<enter> make current linefirst line on screen
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o 7Z- make current linelast line on screen

Filtering

e Theoutput of acommand can be placed in thefile
Thedatain the file can be used as input
Examples:

I'l date

1} sort

I} fmt -66

ex mode: Search and Replace

e sed style search and replace

e differentdefault addressingrule
o no address  current line only
. 1,12 changesline 1 through 12
. 1,$0r % for changesto entirefile
o .,.+10 from current line (*.”) to current line plus 10
lines(“.+10")
e Example: : %5/Ohio/lowalg
Visua Mode

e Allowsselection of blocks of text

o v character-oriented highlighting
o V line-oriented highlighting

e <ctrl-v> block-oriented highlighting
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e Visual keys can be used in conjunction with movement keys: w, ),
}, arrows, etc

e Highlighted text can be deleted, yanked, changed, filtered, search/
replaced, etc

Advanced Reading and Saving

e 1 newfile

e :rldate

o :1.20wxfile

o . dwyfile

e :1,20w>>Zfile
e n

e N

o NH#

Configuring vi and vim

e Configuring onthefly

e setor:setal

e Configuring permanently

e ~/vimrcor~/.exrc

e A few common configurationitems
e  :setshowmatch

e  :setautoindent

e settextwidth=65

e setwrapmargin=15

e setignorecase

Chapter 10 —Handson Lab :-
Printing in Linux

Printing Commands
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Printing Utilities

CHAPTER 12 & 13

INTRODUCTION TO STRING PROCESSING / STRING
PROCESSING WITH REGULAR EXPRESSIONS
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head and tail

e head --- Displaysfirst few lines ( default 10 lines) of textin afile
o Example : head /tmp/output.txt
e Use—nor —linesparametersto change number of linesdisplayed
. Example : head —n 20 /tmp/output.txt
e tal --- displayslast few lines ( default 10 lines) of text in afile
. Example: tail /etc/passwd
e Use-—nor —linesparameter to change number of linesdisplayed
o Example: tail —n 5 /etc/passwd
e Use—f tofollow the end of atext fileasit changes
. Example : tail —f make.out
e Usedto“watch” logfiles
wc (word count) & sort
e “wordcount” —also countslinesand characters
e Use—l for only line counts
e Use—w for only word count
e Use—cfor only character count
e Sort — Sortstext to stdout —original file unchanged
e Other options — To be checked from the man page

uniq & cut

uniq -- Remove successive, duplicatelinesin afile

Can use in conjunction with sort to remove all duplicates ( or use
sort—u)

Use —c to count number of occurrences of duplicate data

cut — Displays specific columns of file data




Example:- $ cut —f4results.dat

-f specifiesfield or column

-d specifiesfield delimiter

-C cuts by characters

Other options — To be checked from the man page

Other String Processing Tools

paste — paste filestogether

tr —character translator

diff — Comparestwo filesfor differences

aspell —Interactive spell chaker

look — quick spell check

Options and usage to be checked from the man page

String Processing With Regular Expressions

Pattern Matching with Regular Expressions

Regular expression are apattern matching engine
Used by many tools, including : grep, sed, less, vi, awk

Wildcard Characters

Wildcard characters stand for another single character :
Any single character

[abc] Any single character in the set

[ac] Any single character intherange

[fabc] Any single character not in the set

["a-c] Any single character not in the range




Modifiers & Anchors

M odifiersdetermine the number of the previous character
Anchors match the beginning or end of aline or word

regex Combinations
Regular expressions are most useful in combination with each other
What do the following match ?

Sm.th

Sm[iy]th
www\.redhat\.com
N

\<the

Na-z0-9]1\{ 28\} $
Myipes! $$

No gk wNE

Quote your regex's!

e Onthecommand line, quote regular expressions

File name generation characters must remain unquoted
Do not use quotesin regular expressions within commands

grep

Printslines of fileswhere a pattern is matched
Example:- $ grep john /etc/passwd

Also used asfilter in pipelines

Usesregular expressions

sed & Using sed

stream editor

Reads afile or stream of data; writes out the data, performing search
andreplaceinstruction(s)

Usesregular expressionsin search string ( but not replacing string)




e Usingsed:—
e Quotessearch and replaceinstructions

Chapter 12 & 13 —Handson Lab and Examples

CHAPTER 14 & 15

FINDING AND PROCESSING FILES/INVESTIGATING
AND MANAGING PROCESSES
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slocate

Can beinvoked as docate or |ocate

e Queriesapre-built database of patchsto fileson the system

May only search directorieswhere the user has read and execute
permission
Examples:-
slocatefoo --- search for fileswith foo in the name or path
docate — ‘\.foo$ --- Regex search for filesendingin .foo
Useful options —

-I: case-senditive

-n X: show only thefirst X matches

find

find[directory...][criterig]

Searchesdirectory treesinrealtime

Slower but more accurate than slocate

CWD isusedif no starting directory given

All filesare matched if no criteriagiven

Can execute commands on found files

May only search directorieswhere the user has read and execute
permission

Example:-

find -namesnow.png --- search for files named snow.png

find —inamesnow.png --- case sensitive search for files named
snow.png, Snow.png, SNOW.PNG etc

find —user joe —groupjoe --- search for files owned by the user joe
and group joe
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find and Logical Operators

Criteriaare ANDed together by default

Can be OR'’ d or negated with —0 and —not

Parantheses can be used to determinelogic order, but must be
escaped in bash.

Examples:-

find -user joe —not —group joe

find -user joe —0 —user jane

find —not \(-user joe —0 —userjane\)

find and Permissions

can match ownership by nameor id
Example:- find/ -owner joe —gid500
Can match octal or symbolic permissions

Examples:-

find 4perm 755 #if modeis exactly 755
find -perm +2 #if anyone can write
find -perm -2 #if everyone can write

find -perm +o+w #if other can write

find and Numeric Criteria

Many find criteriatake numeric values

Examples :-

find <size 10M #fileswith asize of exactly 10 Mbytes
find —size +10M #fileswith asize of over 10 Mbytes
find —size-10M #fileswith asizelessthan 10 Mbytes
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find and Access Times

find can match by inode timestamps

-atime : when fileswas | ast read

-mtime : when file datalast changed

-ctime: when file metadata last changed

Vauegivenisindays

Example:- find —mtime-10 # files modified lessthan 10 days ago

Executing Commands with find

Commands can be executed on found files

Command must be preceded with —exec or —ok
-ok promptsbefore acting on each file

Command must end with <space> \;

Canuse{ } asafilename placeholder

Example:-

find —size+100M —ok gzip{} \;

find Execution Examples

e find—name“*.conf” —execcp{} {} .orig \; # creates backup
copiesof configuration files, adding a .orig extension

e find/tmp —ctime+3 —userjoe—ok rm{} \; # Prompt to remove
Joe' stmp filesover 3 daysold

e find ~-perms+2 —exec chmod o-w {} \; # Fix world-writablefiles
inyour homedirectory

The Gnome Search Tool

e Actions/Searchfor files...
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Graphical tool for searching by
name

content

owner/group

Sze

modificationtime

What is a Process?

A process has many components and properties :-
execthread

PID

Priority

Memory context

Environment

File descriptor

Security credentials

How Processes Are Created

One process “forks’ achild, pointing to the same pages of memory,

and making the areaasread only

Then, the child “execs’ the new command, causing a copy-on-write

fault, thus copying to anew areaof memory

e A process can exec, without forking
e Thechild maintainsthe process D of the parent

Process Ancestry and States

init isthefirst process started at boot time — awayshasPID 1

Except init, every process has a parent

Processes can be both a parent and achild at the sametime

A process can bein one of many states
R — Runnable ( on the run queue)
S- Seeping
T — Stopped
D —Uninterrupted sleep
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Z — Defunct (zombi€) process

Viewing Processes

ps # Display processesinformation
Syntax : ps [options]

Useful options

a Processesby all users

X Processesfrom all terminals

u Show process owners

w include command arguments

f Show process ancestry

Sending Signals to Processes

Syntax : kill [-signal] pid(s)

kill [-signal] %joblD
kill - #listsall availablesignals
killall
Default signal isTERM

Terminating Processes

Most desirable way to end aprocessisto let it end normally
Command finish, applicationsare exited

Can attempt to interrupt with <ctrl-c> or send a TERM signal
If all elsefails, send akill signal

Altering Process Scheduling Priority

At processinvocation time, Syntax : nice [-n adjustment] command




Processes are schedule with adefault priority of O

Priority value can range from -20 ( highest priority) to 19 (lowest)
renice # changesthe priority of arunning process

Example:- renice#[[-p|g] PID] [[-u]user] where“#" isthe priority
vaue

Onceapriority valueisraised, non-privileged user can not lower it.

Interactive Process Management Tools

Displaysreal-time processinformation
Allow sorting, killing and renicing
Command-line: top

GUI : gnome-system-monitor

Running a Process in the Foreground

When acommand is entered, the shell will not process further input
until the processis complete and the shell prompt isredisplayed
Thetypehead buffer allows you to type other commands, but they
will not be processed until the pending process compl etes, or
“returns’

Running a Process in the Background

Running acommand in the background allows another processto
run concurrently on the sameterminal

Launch aprogram as a background process by appending an
ampersand (&) to the end of acommand:

Example:- mozilla&

Suspending a Process

Foreground jobs can be suspended : temporarily halted without
beingkilled

Suspend aforeground process with <ctrl-z>

Suspended jobscan be: Resumed in the background (bg)

Resumed in the foreground (fg)
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Listing Background and Suspended Jobs

jobs displaysall process running in the background or that are
suspended

The number in bracketsis ajob number, used to kill jobs or bring
them back to the foreground

Job numbers are referenced with %

Resuming Suspended Jobs

When acommand is suspended or backgrounded, it can be
brought back to the foreground with fg

Suspended jobs can be resumed in the background with bg
Syntax:-  fg [%job _number]

bg [%job_number]

Compound Commands

List of commands separated by semi-colons
Listinside () to run inside a subshell

$ (cd/usr;du) &

Scheduling a Process To Execute Later

Syntax:- at time <command>
atq [user]
atrm [user | atJobl D]
Commandswill be executed at the timeindicated
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Scheduling Periodic Processes using cron

e The cron mechanism allows processesto be invoked periodicaly,
user need not be logged on

Cronjobsarelistedinacrontabfile

Must edit and install your cron tablefile

Cron tablefile can not be edited directly

Edit thefile and then install with crontab OR Edit thefile through
crontab

Syntax:- crontab [-uuser] file

o crontab [ -I |-r|-€]

crontab File Format

e Entry consists of five space-delimited fieldsfollowed by acommand
line

e Oneentry per ling, no limit to line length

e Fieldsare minute, hour, day of month, month, and day of week

e Comment linesbegin with #
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Chapter 14 & 15 —Hands on lab and Examples

CHAPTER 16
NETWORK CLIENTS
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Web Clients

Firefox

Other web browsers
Non-GUI web browser
woet

Firefox

Fast, lightweight, feature-rich web browser
Tabbed browsing

Popup blocking

Cookiemanagement

Multi-engine search bar

Support for many popular plugins
Themesand Extensions

Other GUI Web Browsers
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Epiphany
Uses same rendering engine as Firefox
Fully Gnome-compliant, but fewer features
Konqueror
KDE web browser/file manager
supports tabs, popup-blocking, etc
Uses khtml rendering engine

Non-GUI Web Browsers

links
provided by the elinks rpm
Full support for frames and sdl
Examples :-
links http://mww/redhat.com
links —dump http://www.redhat.com
links —source http://www.redhat.com

wget

RetrievesfilesviaHTTPand FTP

Non-interactive — useful in shell script

Canfollow linksand traverse directory trees on the remote server —
useful for mirroring web and FTP sites
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CHAPTER 17
INSTALLATION
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Hardware Overview

Kernel Support
Core Support : CPU, Memory, Process Management,
Interrupt/ Exception handling etc.
Dynamically |oadable Kernel Modules
Devicedrivers
Additiona Functionality
User Mode Accessto kernel facilities
Systemcallsand signals
Filesystem Device Nodes
Network interfaces

CPU and Memory

Seven supported Architecture: x86, itanium2, AMDG64/EM64T,
S/390. zSeries, i Series, pSeries

CPU support on x86

Technical support for morethan 2 physical CPUsonly on AS
variants ( may use Hyper-Threading )

Upto 32 Physical CPUswith SMP or hugemem kernel
Memory support on x86

Technical support for morethan 16 GB on ASor WS
Standard i686/athlon kernel : 4 GB

SMPi686/athlon kernel : 16 GB

Hugemem SMP kernel : 64 GB
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Preparing to Install

e ReadtheRELEASE-NOTESfileonthefirst CD or
http://www/redhat.com
Check Hardware Compatibility
Supported Hardware List
Hardware certified by
Hardware compatible with Linux
X Free86 supported video cards

Multiboot systems

. Enterprise Linux and GRUB bootloader can coexist with other

operating systems, including thefollowing :

WindowsNT/2000/X P/2003

DOS, Windows3.x/9x/ME

NetBSD, FreeBSD, and other open systems

Two major issues arise when implementing multiboot systems:
Partitioning and the boot process

Device Node Examples
Block Devices

/dev/had -- IDEdrive

/dev/sda -- SCSI drive

/dev/fdO -- floppy drive
Character Devices

/dev/tty[0-6] —virtual consoles

/dev/stO -- SCSI tapedrive
SymbolicLinks
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The LINUX Installer

First stage Installer Images
Diskboot.img —VFAT filesystemimagefor bootable media
larger than floppy
floppy installation is no longer supported
boot.iso — 1 SO9660 bootable CD image
pxeboot directory
Second Stagelnstaller
Graphical or textual
can beinvoked in noprobe or kickstart mode

Installer Features

noprobe and kickstart modesavailable

mediacheck testsmediaintegrity

Multiplelnterfaces:

Graphical —

Starts X server and aGUI installer
Workswith hard drive, CD ROM, NFSinstallation
Graphical isthe default

Text
M enu-based terminal interface
Works with all installation methods

LINUX Installation Overview

L anguage, Keyboard and M ouse selection
Mediaselectionif applicable

Disk partitioning

Bootloader configuration

Network andfirewall configuration
Authentication setup

Packageselection

X server configuration
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Partitioning Hard Drives

Hard drives are divided into partitions
Partitionsnormally containfile systems

Primary, extended and logical partitions

the default filesystem typeis ext3

Multiple partitions may be assembled into larger virtual partition
: software RAID and LVM
Filesystems are accessed viaamount point, which isadesignated
directory inthefile system hierarchy

Sample Partition Structure

MBR

C:DOS /dev/hdal
SWAP /dev/hda2
/boot /dev/hda3
[root /dev/hdab
Ivar /dev/hdab
/tmp /dev/hda7
/home /dev/hda8

Configuring File Systems

Must select mount points, partition sizesand file system typesin the
installer

Can set up manually or automatically

There are many layouts which may be used

/ must include/etc, /lib, /bin, /sbin, /dev

Swap spaceistypically 2x physica RAM

Typical mount points: /boot, /home, /usr. /var, /tmp, /usr/local, /opt
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Software RAID

RAID — Redundant Array of Inexpensive Disks

Multiple partitions on different disks combined into one RAID
device

Fault tolerance, larger disk size, performance

Install-time RAID levels:

RAID O: striping

RAID 1: mirroring

RAID 5 striping with distributing parity

LVM: Logical Volume Manager

Manages storage on one or more partitions asvirtual partitions, or
logical volumes

Real partitions are physical volumes and are assigned to avolume
group (avirtual disk)
Disk space in the volume group is divided into extents which are
assigned to alogical volume
Easy toresizelogical volumes

Add aphysical volumeto the volume group and assign the new
extentsto thelogical volume

Network Configuration

Can configureeach NIC independently
DHCP or static | P configuration
Determineif automatically activated on boot

Firewall Setup

Installer can set up akernel mode stateful packet filter
Choice of two settings : “Enabled” and “No Firewall”
“Trusted Devices’ can bypassthefirewall

can allow accessto arbitrary services
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Security Enhanced Linux ( SELinux )

e Accesscontrol determineswhat actions processes can perform on
what objects

Discretionary Access Control ( Traditional Linux )

Userscontrol permissions on objects

Mandatory Access Control ( SELinux)

System policy restricts permissions which can be granted

SELinux Installation Options

Installation options:
Disabled
Warn ( permissive)
Active (default) ( Enforcing )

Chapter 17 - Examples
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CHAPTER 18
SYSTEM INITIALIZATION AND SERVICES
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Boot Sequence Overview

BIOSinitiaization

Boot Loader

Kernel initialization

init starts and enters desired run level by executing :
letc/rc.d/rc.sysinit

/etc/rc.d/rcand/etc/re.d/rc?.d/

/etc/rc.d/rc.local

X Displays Manager if appropriate

BIOS Initialization

Peripheralsdetected
Boot device selected
First sector of boot device read and executed

Boot Loader Components

Boot L oader
1% stage —small, residesin MBR or boot sector
2" stage —| oaded from boot partition
Minimum specificationsfor Linux:
Label, kernel location, OSroot filesystem and location of the
initial ramdisk (initrd)
Minimum specification for other OS:
Boot device, |ebel
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GRUB and grub.conf

GRUB —the Grand Unified Bootloader
Command-lineinterface available at boot prompt
Boot from ext2/ext3, ReiserFS, JFS, FAT, minix or FFS
filesystems
Supports MD5 password protection
/boot/grub/grub.conf
Changesto grub.conf take effect immediately

If MBR on/dev/had is corrupted, reinstall the first stage
bootloader with : /shin/grub-install /dev/hda

Kernd Initialization

Kernel boot time functions
Device detection
Devicedriver initialization
Mountsroot filesystem read only
Loadsinitial process(init)

init Initialization

init readsits configuration: /etc/inittab
initial runlevel

systeminitialization script

run level specific script directories
trap certain key sequences

define UPS power fail / restore scripts
Spawn getty on virtual consoles
initialize X inrunlevel 5
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Run levels

init definesrun levels 0-6, S, emergency
Therunlevel isselected by either

The default in /etc/inittab at boot

passing an argument from the boot |oader

running init x after boot ( where x isthe desired run level )
Show current and previousrun levels

/sbin/runlevel

/etc/re.d/rc.sysinit

Important tasksinclude:
Active udev and selinux
Sets kernel parametersin/etc/sysctl.conf
Sets the system clock
L oads keymaps
Enables swap partitions
Sets hostname
Root filesystem check and remount
Activate RAID and LVM devices
Enable disk quotas
Check and mount other filesystems
Cleans up stale locksand PID files

[etc/rc.dirc

Initializesthe default run level per the/etc/inittab file initdefault
linesuchas id:3:initdefault :

12:2:wait:/etc/rc.d/rc 2

13:3:wait:/etc/rc.d/rc3
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Daemon Processes

A daemon processisaprogram that isrun in the background,

providing somesystem service
Two types of daemons:
Standalone
Transient —controlled by the “ super-daemon” xinetd

System V run levels

Run level defineswhich servicesto start

Each runlevel hasacorresponding directory :
/etc/rc.d/reX.d

thesystemV init scriptsresidein:
/etc/rc.d/init.d

/etc/re.d/rc.local

Run after the run level specific scripts

Common placefor custom modification

In most casesit isrecommended that you create a
SystemV init script in /etc/re.d/init.d

Virtua Consoles

Multipleindependent VT100 liketerminals
Definedin/etc/inittab
Accessedwithctrl-alt-F_key from an X session
/dev/ttyn: virtual consolen
/dev/ttyO : the current virtual console
LINUX default configuration

12 consoles defined

consoles 1-6 accept logins

X server startson first available console, usually 7
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Controlling Services

Utilitiesto control servicesmanually
service : immediately start or stop a standalone service
chkconfig : immediately starts or stops xinetd — managed services

System Shutdown & Reboot

Shutting down the system
shutdown —h now
poweroff
init0

Rebooting thesystem
shutdown —r now
reboot
init 6

Chapter 18 — Examples and Hands on lab
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CHAPTER 19 & 20

USER ADMINISTRATION / PRINTING AND
ADMINISTRATION TOOLS
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The User Account Database - /etc/passwd

e Containsaccount information used at login and by other programs
e Oneaccount per line with seven colon-delimitedfields
e Should have permissionsrw-r- - r- -

The /etc/passwd fileis the standard Linux database for user accounts. Every user on the
system will have a single one-line entry in the /etc/passwd file. The /etc/passwd file
contains information about user and system accounts that is required at login and by
other programs. The permission of /etc/passwd should aways 644. thisalows utilities
that read the file to operate, and still prevents non-root users from adding or modifying
entries. Each entry in the file follows a precise syntax. There are seven fields separated
by colons:

beroft:x:502:504:Bryan croft:/home/bcroft:/bin/bash
Thefirst field isthe user ID name of the account

The second field is the password field. This field will contain an ‘x’ if shadow
passwords are implemented, or else will contain the user’ s encrypted password

Third field is UID field. The UID number should be unique for each account on the
system. A UID number of O indicates that the user is privileged, i.e they have superuser
access

Fourth field is GID field, which specifies the initial group that the user is placed into
when they login

The fifth field is the GECOS or common field. Items such as the user’s rea name go
here.

Sixth field is user's home directory and last one. The command executed by login,
whichisusually ashell or application or a shell script.
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Adding a New User Account

Most common method isuseradd :
useradd username
Running useradd isequivalent to :
Edit /etc/passwd , /etc/shadow, /etc/group
create and populate home directory
set permissions and ownership
Set account password using passwd

Group Administration

Entries added to /etc/group
groupadd
groupmod
groupdel

Modifying/Deleting Accounts

To changefieldsin auser’ s/etc/passwd entry you can :

Edit the file by hand
use usermod [options] username
Toremoveauser either :

Manually remove the user from /etc/passwd, /etc/shadow,

/etc/group, /var/spool/mail
Useuserdel [-r] username
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Password Aging Policies

By default, password do not expire

Forcing passwordsto expireis part of astrong security policy
To modify password aging for existing users, use the chage

command
chage [options] username

Login Shell Scripts

letc/profile
[etc/profile.d/*.sh
~/ .bash_profile
~/.bashrc
/etc/bashre

Switching Accounts

Syntax :-
su [-] [user]
su [-] [user] —ccommand

Allow the user to temporarily become another user
Default user isroot
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Network Users

e Information about users may be centrally stored and managed on a
remoteserver

e Two typesof information must always be provided for each user
account

. Account information — UID number, default shell, home
directory, group membershipsand so on

o Authentication — away to tell that the password provided on
login for an account is correct

PRINTING AND ADMINISTRATION TOOLS
CUPS: Common Unix Printing System

New I PP protocol based onHTTF/1.1

Web administration interface on port 631

Can communicate with LPD print servers
SystemV and BSD command interface
Classes support automated job redirection and printer pooling
Authentication by user/host/digital certificate
Log filesinweb server Common Log Format

Program = 1p =>cupsd > filter - printer

CUPS Configuration files

/etc/cups/cupsd.conf

cupsd server configuration file
/etc/cups/printers.conf

print queue configuration file

Automatically generated by |padmin, system-configuration-
printer or the CUPSweb administration interface
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Controlling Access to cron

Restrict / Allow user access to cron
[etc/cron.allow
/etc/cron.deny

Contains usernamesto allow / deny access

System crontab Files

Different format than user crontab files
Master crontab file/etc/crontab runs executablesin
/etc/cron.hourly
/etc/cron.daily
/etc/cron.weekly
/etc/cron.monthly

System Logging

Centralized loggin daemons: syslogd, klogd
Logfileexamples:
/var/log/dmesg #kernel boot messages
/var/log/messages  # standard system error messages
Ivar/log/maillog # Mail system messages
Ivar/log/secure # Security, authentication, and xinetd
messages
e Applicationlogfilesand directoriesalsoresidein /var/log

Chapter 19 & 20 — Examples and Hands on
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CHAPTER 21
FILESYSTEM MANAGEMENT
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System Initialization: Device Recognition

Master Boot Record (MBR) contains:
Executable code to |oad operating system
Spacefor partition table information, including

Partition id or type
Starting cylinder for partition
Number of cylinder for partition

When a system boots, a search for code that can start an operating system is made from
alist of devices ( e.g. CD-RM, Foppy, Hard drive ) as defined in the BIOS. The first
executable code found is used. Most often, a system boots from a hard drive attached to
the system main board, and from the code found at at the first sector, of the first
cylinder — the Master Boot Records, or MBR — of the drive. The executable code is
called aboot loader.

There are many boot loaders : their function is the same, but their interfaces and
capabilities differ. The original MS-DOS boot loader has limited capabilities and is
only capable of booting Microsoft DOS and older version of the Windows operating
system. Other boot |oaders such as the one used by Microsoft Windows NT / 2000, or
GNU GRUB ( GRand Unified Boot loader ) are more flexible, and can accommodate
systems configuration to run more than one operating system. Note that boot |oaders do
not load more than one OS at atime. Even on “multi-boot” systems.

Primary Partitions

In the addition to the boot loader describes above, the MBR contains a structure
describing the hard drive partitions. IDE drives on Linux use legacy structure to
describe four primary partitions, with provision for an extended partition and its “
logical” partitions. Each partition, described by its size — in sector, blocks, or cylinders
—and its offset from the “zeroth” cylinder, has a type which is also stored in this MBR
structure. Linux- specific partitions would normally be one of the following types :

O0x5(0xf) --- Extended /0x 82 -- Linux Swap/0x 83 —Linux /0 x 8e—-Linux
LVM /0x fd - Linux RAID auto
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Disk Partitioning

An extended partition pointsto additional partition descriptor
Total maximum number of partitions supported by kernel :
63 for IDE drives
15 for SCSI drives
Why partition drives ?
Containment , performance, quotas, recovery

Extended Partitions and Logical Partitions

If one of the primary partitions is marked as Extended ( type ‘O x 5" ) or Win95
Extended ( type ‘0 x ' ), then the first sector of the partition described by the entry will
contain another block of partition descriptors. These descriptors define partitions
known as logical partitions. Use of logical partitionsis awork-around for limitationsin
the legacy, Microsoft DOS-based partition table structure. Logical partitions permit the
definition of more than four partitions per drive. While the PC partition specification
does not impost alimit on the number of logical partitions, the kernel does.

Partition Limits

The Linux kernel is designed with specific device numbers, the numeric “names’ of the
devices driver for a given device. This alocation of device and number supports a
maximum of 63 total partitions on each IDE disk, with one partition assigned one
device number. On SCSI disks, the maximum number of partitions supported is 15,
again due strictly to device number allocation. In order to operate on higher-numbered
partitions, you may need to create the appropriate device files manually, refer to man
and info pages for mknod for details.

Why Partition ?

Unix best practices suggest that we should partition our disks for many reasons. By
creating a separate filesystem we can contain applications and users to that filesystem.
If it fills up because of security breach or user demand, the rest of the operating system
Is more insulated from the issue. Separate partitions improve performance by keeping
data together which reduces disk head seek. If you would like to use quotas, they are
enabled at the filesystem level. Also partitioning eases backup and recovery. If your
application and its data are on separate filesystems, the operating system can be
upgraded or reinstalled without having to restore the data from elsewhere.
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Managing Partitions

Create partitionsusing :
fdisk
sfdisk
GNU parted — Advanced partition manipulation
(create, copy, resize, etc.)
partprobe - reinitializesthekernel’sin memory version of the
partitiontable.

Partitioning Tools

fdisk - the most commonly used partitioning program. It has the advantage that it has
some support for BSD disk labels and other non-DOS partition tables.

sfdisk — more accurate than fdisk as well as more flexible. It can be used non-
interactively (i.einascript)

GNU parted — After installation you may need a program for creating, removing,
resizing and copying partitions containing file systems. It manages these tasks for a
variety of filesystem types.

partprobe — At system bootup, the kernel makesits own in-memory copy of the

partition tables from the disks. Most tools like fdisk edit the on-disk copy of the
partition tables. To update the in-memory copies, run partprobe.
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Managing Data: Filesystem Creation

e mkfs

e mkfs.ext2, mkfs.ext3, mkfs. minix, mkfs. msdos

o Specificfilesystem utilitiesmay be called directly mke2fs
[options] device

Journaling for ext2 filesystems. ext3

o ext3isessentialy an ext2 filesystem that usesajournal for file
transactionatomicity.

o ext3filesystemscan be created natively or easily converted from
ext2
ext3 hasthree journaling modes :

ordered —the default, journal only meta-data

journaled —journals dataaswell as meta-data

writeback —journal updates are not atomic, but gives better
performance at possible expenses of dataintegrity.
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